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L Stralegic aligoment - Align infoomation secorily with business soaegy to support organizaional abjectives, Tn ackisve

aligniment. the follewing should be accomplislied:
Security requiraments driven by enteeprize requitements thaorangsly develeped to provide poidancs on what must be
done and a measiie of when il has been achieved
Security solutions fit for enterprise processes thar ake inlo secount the culture, sovemance stvle, technology and
struetiurs of the prganzation

= levestment i infarmarion securiy slipoed with the enterprise smategy and the well-defined threar, velnerability and
riak profils



ARG EL risk management i BRI HRAT I8 24 A I AT XU, A MO £ JE R U ) S i o 1)
B AT K
4, Rish management - Manage and exacute approprinle messares (0 midgae tisks and reduce potential impacts on
indrealion resourees 1o an aeccptable level o achieve risk management, consider the following:
Collective understanding of the organizations threat, vulnsrability and sk profile
— Understanding of =isk exposurc and petential conssquences of compromise including the tegulstory, legal, operational
and bramd impacts
— Awvarenizns of risk management privcilies hased on pokenzial consequences
— Risk mitigation sufficient o achieve accepiable comscgquences from residual risl
Risk necepranced/defarence based oo an waderstanding of the potential conszquencas of residual risk

(i35 value delivery TRALSABEY, SHFASUER  HOGMRFESSE 1054 0k T
FEAG IO TT S0 — B E bt
2. walue delwvery —Optimize securily investments in support of business objectives. To achieve value delivery, conaider
the following:
A alandand sel ol securdoy policies and practices, e, bascline scourity requirements following adequaie and sellicient
practices proportionate w rish
— Properly pricctized and distribuled clTorl w areas with grestess impact and business benafit
— Instinrtionalized and commeditized standards-hasad solutians
Complete solutions, eovering the organizacon and business processes as well as technology based on an uoderstanding
of the end-to-end business of the erpanization
= A& conlinggus mprovement ciltare bosed on the ondersanding that security s a process, not an svent

PEYSE L resource management A3 ASCR iy AU L B 4 A AR it
4. Resource management—Utilize infirmation securily knowledwpe and infrastructure efficiently and effzetively | 2ehieve
resOLTEe mansgernent consider the following:
Ensure that knowiedge is caplered and availablz
= Pocumenl securily processes and practices
Dievelop seowity architcemre(sp wo deling and uilize infrastructurs resourcas efficiantly

Sl performance measurement i WS FIHR T (5 S 2 ARt FE A A% H RS2 BL
3. Porformence measoremeni—bMeasure, monitor and report an informarion seeurily processes 1o ansure olyesiives
are achieved. The fellowing should he accomplished 1o selisve perfonpance Messirement
= A delioed, aprecd-upon and meaningful set of metrics properly aligned with sirplep
A reeasgurement procass thar will help identily shorteomings and provide feedback on progress made in resolving issues
— Independent assurance providad by exteraal assesaments and audits

vl vy

NOTE: Information security governance, when properly implemented, should provide four basic
outcomes. strategic alignment, value delivery, risk management and performance measurement.
Strategic alignment provides input for security requirements driven by enterprise requirements.
Value delivery provides a standard set of security practices, i.e., baseline security following best
practices or institutionalized and commoditized sol utions. Risk management provides an
understanding of risk exposure.
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IT ¥4 F B A |1 T Governance Maturity Model
Control Objectives for Information and related Technology(COBIT)

Governance

Pre-Process Methodology Vision & Goals

Non-existent  Initial Repeatable Defined Managed Optimized
0 1 2 3 4 5

Legend for Rankings Used

0 Non-existent -Management processes are not applied at all

1 Initial -Processes are ad hoc and disorganized

2 Repeatable -Processes follow regular pattern

3 Defined -Processes are documented and communicated

4 Managed -Processes are monitored and measured

5 Optimized -Best practices are followed and automated
Nonexistent

There is no senior management oversight of 1 T-related activities to ensure that the enterprise’s IT
goals add val ue to the organization and to ensure that | T-related risks are appropriately managed.
Initial/Ad Hoc

There is arealization that more formalized oversight of IT is required and it needs to be a shared
management responsibility requiring the support of top management.

Regular governance practices such as review meetings,creation of performance reports,and
investigation into problems take placebut rely mostly on the initiative of the IT management
team,with voluntary or co-opted participation by key business stakeholders, depending on current
IT projects and priorities.Problems identified are tackled on a project basis with teams formed as
necessary to undertake improvements.

Repeatable but Intuitive 7] & {1/ E%.

The concept of IT governance does not exist formally and oversight is based mostly on
management’s consideration of 1T-related issues on a case-by-case basis.The governance of IT
depends on the initiative and experience of the IT management team,with limited input from the
rest of the organization.

Upper management is involved only when there are major problems or successes.The
measurement of IT performance is typically limited to technical measures and only within the IT
function.

Defined Process



An organizational and process framework has been defined for oversight and management of 1T
activities and is being introduced to the organization as the basis for IT governance.

Specific procedures for management covering key governance activities have been
developed.These include regular target-setting, reviews of performance,assessments of capability
against planned needs,and project planning and funding for any necessary I T improvements.
Previous informal but successful practices have been institutionalized and the techniques foll owed
arerelatively simple and unsophisticated.

Managed and M easur able

Target-setting has developed to a fairly sophisticated £ #5:ft); F52 /() stage with relationships
between outcome goals in business terms,and IT process improvement measures now well
understood.Real results have been communicated to management in the form of a balanced
scorecard. The enterprise’s management team is now working together for the common goal of
maximizing I T value delivery and managing | T-related risks. There have been regular assessments
of IT capabilities and projects have been completed that have delivered real improvementsto IT’s
performance. Relationships among the IT function,its users in the business community and
external service providers are now based on service definitions and service agreements.

Optimized

?The IT governance practices have developed into a sophisticated = %k (1] approach using
effective and efficient techniques.There is true transparency of IT activities,and the board feels in
control of the I T strategy.

AT activities have been optimally directed toward real business priorities,and the value being
delivered to the enterprise can be measured and steps taken on atimely basisto correct significant
deviations or problems.

?The balanced scorecard approach has evolved into one that is focused on the most important
measures relevant to the enterprise’s overall business strategy.The effort spent on risk
management(and on I T management activities generally) has been streamlined through adoption of
standardized and,where possible,automated processes.

?The practice of continuous improvement of IT capability is embedded in the culture and this
includes regular external benchmarking and independent audits providing positive assurance to
management.

20verall,the cost of IT is monitored effectively and the organization is able to achieve optimal IT
spending through continuous internal improvements,the effective outsourcing of selected services
and effective negotiation with vendors.When dealing with external business partners or service
providersithe organization is able to demonstrate first-class performance and demand best
practices from others.
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