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iTopfRRITIZ4E ] (IT Operational Portal) , iTop@— MR ARER, ATITNERNEERE. iTopRIREITILRESSEREIEIRIT, BERHNSEHEEM
BEARRRE, XMARBNRIEXERMIRE, TieREREFERN. SLAREEEMERITILYSFTA.
iTopfIZECMDB (BeEEEHIRERE) , XETopiIFFANE—Er. BEFRNIRIMEINITERE.
iTopBEREESRE, CMDBRU/AINEHTE, RIDEMMSIHINCMDBE—SAZHRITHE GHFRE. TIRIT%E) fFEFEA. s, CMDBESHMTIA (I
BERAZ. IRETLE. BiERS) SREHSHT.
iTopfstE, ERERTLUME:
«  ICRITEMRIELREMIRBNS MBS R ZERNRMBEXER (RSEE, MA, MEIRE, BEIWL, BKEA, U8)
BESEM, BAPEKR, HTET
R TIRS A B IRS RIS BRI A E =] =
BEFITHHANSRSHAEERS
MESAN (FIMHA) sEBS/EMRRBINIRFREEIETE 4)'%
iTopRETEHARIZEELAI A R '
- RBERE
HFTRED (—%, %)
IRBEIE
ITEE
RELAF: aILEREHWRN TP REBEREEREK,
iTopfkih Apache/llS, MySQL F1 PHP:
BEBIETIESRIX LN FRRMEAHRIER K. B4 Windows, Linux (Debian, Ubuntu 1 Redhat)ilizl. XNz FEERS B AT LUZE{T7E Solaris F1 MacOS X.
iTop EFMRMIRA, FEETEAFPNNABRESHIE RTE. —MERMITNEEMERE T (IE 10+, FF 48+, Chrome 3¢ Safari 5+).
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iTop 2.0 architecture

Plug-ins

Security add-ons

Meta Data Model

MySQL
database
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« REST/JSON#EZM, AFE=ANARERSITopHITIZERE, FXRGER. BlEaE#HiTop ISR,
- ZEOET—HEBENHTTP POSTIEXK,
« MiTopfEiBFItE RAVEHEEAUTF-8F2RTEEAYISONGRED.

o TEHTTPEAIAILE,

iTop

POST+REST/JSON
=3 HTTPEZSIAIE
N RARERF UTF-84wh3
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ITILSESEiCIE ' 3 & E 7T~ -
e iTopiZ ARSEAHER-BCE
SHE:

o AVMEMMBFILIAIREST webBRsS: BtESEsecure_rest_servicesFrigHIZE Hfalse,
o iTopEtEXHigHallowed login_typesigHurl,
fAGERE:
® JMiTop 2.5.0Fg, #BREST Services UserfABRIFARABEIRIAIREST webfRSS.
S TB{RERAREST webRSHIMAREREST Services Userfifa,
SURIGAULREST Services Userffiiifie, REEERABHARELEHRRESTA.
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N
=®F
—| RS
AHIEE—
Scalars
/ Blobs
WI Shorthand syntax
| | Rich syntax
| Caselog o) ==
_‘{ Full syntax
BOlRS [ | Link sets
iTopiZOiRSS | o
Operation: core/get
f Operation: core/create
‘:." Operation: core/update
BE C ( Operation: core/apply_stimulus
| Operation: core/delete
“"al Operation: core/get_related
Operation: core/check_credentials
ISR,
AT INRRSS
| ZEERSE

¥ https://www.itophub.cn/bin/view/4/4.5/
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iTopift T —1"REST/JSON£[, RITFSE=SMNAERSITopHITInIERE, ARGER. CUESEFiToplIR. ZEOET
—HEEBAIHTTP POSTIER. MiTopfEB I RAEIRERUTF-8FRFERIISONSRHT.

XIS RET AR (I 8EM% & HHTTP/POSTSHIR{EISONYRAS UV RIZE SHUT. BTN (ITops2#FCORSH
JSON-P), BEXREZETLEEE(FIwebREMMjavascriptdizfT, REST JSON Playgrounds#4H 7—NFjavascriptiR S
iz 31N

POSTIEKAJURLIZIXHE: <itop-root>/webservices/rest.php?version=1.3

XEEREB(EBETFISE: auth_user | auth_pwd | json_data

SCFR b, HTTPSARILARPOSTELGET(FREISON-PXF), HTFRERE (T ERLIEXF IUEEERE), LARGETIEA
HHEA/NEAN T PR, FRINERPOSTHIHTTPS, IFHTTPEARSHIGIE.,

031102 ) =K

MiTop 2.5.07H4, IWBEREST Services Userfa IR A REIHIRIREST webfRSS.

« AFAILURESZIEREST webRFMARBHF, HLLAFRYITHENRIREEEHAFIMESIIR. TERNSETEX.
. FR{FERREST webfREHIHIAEBREST Services Userfita,

 WERFAFIRBREST Services UserfiilfA&, BMEEAdministratorfBRIAFEREBIARESTHY,
NRAEHARTER T A BPARYHEAIRFIBIEIREST webfRS3), BRINECES# secure_rest_servicesHEHIRE Jofalse,
IRIEMFXREST/ISON APIR AT, FEKiTopBcEX{4igEallowed_login_typesHf5Furl,



http://jsrun.net/fh6Kp
https://www.itophub.io/wiki/page?id=2_6_0%3Aadmin%3Auser_authentication_options
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ERWMRE

HTTP&&]

28

ik

FAME

version

APIIRZAE, BE—FRR BN ToplRSS R LURMAETINRERYSE, FEB
MR THIARISE: RERATA, BIEERSAE, BRUTER: bug
S, REBERUER, REIRYISONGEEPRIFHTITE.

auth_user

RFRERE

auth_pw
d

AP

json_data

A EMEERTRITEEERIEEFTER,
F5RiER, XESHIERAYRE,

callback

{FFJSONPRT, RE.

XLEESHN RZIRTE KBRS KIER(F.
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orciindr iTop¥E O BR55-1R1E

HUHIEIE: list_operations

ROZEEIE—MEIER: list_operations, irSIREIFTER8ERENFIZE.
json_dataf N\RUIEAIEE B :

{ "operation": "list_operations" }
MR T:
{

"version"; "1.2",
"operations":
[
{
"verb": "core/create",
"description": "Create an object",
"extension": "CoreServices"

"verb": "core/update”,
"description": "Update an object",
"extension": "CoreServices"

"verb": "core/get",
"description™: "Search for objects",
"extension": "CoreServices"
}
I,
"code": 0,
"message": "Operations: 3"

}

www.itilxf.com
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ERMRE

gzl Vi3

iTop#ZE A BRSS-5E1= RS

B2 A8 LAfEapplicationextension.inc.php®ikEl, {EfZERestResultfiEE.

B BE aX

0 |OK REBRHEEE

1 | UNAUTHORIZED TR /AEIRAVE RS A IR B BN BRIVITIERERIE

2 | MISSING_VERSION TR 'version' B

3 | MISSING JSON fR&Ljson_data' B

4 | INVALID JSON BMNEERE— N BMAYISONFRFEH

5 | MISSING AUTH_USER FRs ‘auth user B#

6 | MISSING AUTH _PWD fRE ‘auth_pwd’ S¥EEEEFRURLIEZHBEHEITopAENHRBAITURLER AR
10 | UNSUPPORTED VERSION  |35EIRASRER(ERT

11 | UNKNOWN_OPERATION  |iEEIRATERAURIETTZN

12 | UNSAFE EARTRES [RBEdE (EM) EX, BRAMRERBEIT
100 | INTERNAL_ERROR TEHUTIZIRE, BEEAREDERENER

k)
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WEsil (TopfE AR S -1 LRSS | ey

%I ERS

ZORS E—EEBARSS. BT iTop Core PHP APIs: DBObject, DBObjectSearch
# DBODbjectSet,

(ERAXLIRSS, RAMFRIBERBHZAIEMENNEERNE, (ReeERFRrafsrIsuE.

IfEEE—NE
Scalars
Blobs
w { Shorthand syntax
\ Rich syntax
| Caselog ’
| Full syntax
i RSS Link sets
T
Operation: core/get
.‘; Operation: core/create
.I Operation: core/update
BE / Operation: core/apply_stimulus

|\ Operation: core/delete

I."-. Operation: core/get_related

L-_ Operation: core/check_credentials




ITILSESE IR ' Sz 2k 4 -
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dEiEE—1

—PEALURBI—M%R. RS EH AT HRERFNERNSR, FRTHE
external key (3 “foreign key” ) BYE.

=MIIFRIREL

o IEENSRMId (BUBER) :

... "key": 123

o IEE—IEIHIED (OQL):

... "key": "SELECT UserRequest WHERE caller_name LIKE \"monnet\""

o IEEEHIAFKM (FMENERARMHETANDEERAES) -

... "key": { "name": "Monnet", "first_name": "Claude" }




ITILSGEEEIE ' £v3 Z ki 4 /
I sdinders iTop#E M AR S -1 AR SS m

dfmtaE—ME
(SR IEERIMSTURE T B IESREL,
THEAYGIFEIR T IX SR
"name": "Monnet",
“first_name": "Claude",
"age": 80,
"picture": {
"data": "IVBORWOKGgoAAAAN....... AAAAEIFTkSUQmCC",

“filename": "smiley.png",

www.itilxf.com
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—HFIANSR Blobs
X3 FBlob (BIZTHFIEGE) , ZEU=TIMBREERNGE: 208, S4BT 0mimetype,

"B REfKbase 644RABHI_HEIZIE (I5ZSWPHP / base64_encode)
"R BIRIESXGRIRIR. EENERERNAN MR, LIBhH—T FEux Y,

" mimetype" RSB EL, LUEiTopa] LUERERE.
11

"picture": {
“data”:"iVBORWOK...QU1BAAC3ao+MkWfFnFjSIAAAAAEIFTkSuQmCC",

“filename": "smiley.png",

"mimetype": "image/png"
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TEHZE Case Log

MiTop 2.0.3FF4R, " CaseLog"FERAJLAERAMEL: EEELE —FATHENHE.

EE'TOP admin » F SEEE 0 F EETHEEE = RS test iy RRuR &= 0 e Om O.
sl R
FrEtE L2 * [ —EEE -
FHRS - B -
Him
his
REsE

Esa ‘ R

EHER w

FEERE
EEER
ESER
HiEEE

BETR

Combodo

s G || o || S

www.itilxf.com
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B5igi% Shorthand syntax
NERRH TEEBRNNAFR SR, WA EAEESR1HEFRELUR Sa1REFITEH
SHRIFHEBRN, ARIZN AN EHEEI A /IHTMLIEEC,

(1K
“public_log": "blah blah blah",




ITILSGEEEIE ' £v3 Z ki 4 ‘
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=18i% Rich syntax

NSRRI THE B Nadd_itemlVFZERNE, NATLFEERMER
® FF#& (BAAJIREST/JSON API{ERBIERR)

o HMARIHHENATE (BUAS "TIE" )

o IR (ZUAA "html”, TNHREN "XA" )

1

"public_log": {
"add_item":
{
"date": "yyyy-mm-dd hh:mm:ss",
"user_login": "jfoo",
"message": "The first line\nAnother line",

"format":"text"
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20X Full syntax

WMERIBHT — PR AitemsfUEE, BFATEREHENE N NBISGHIRHINZE SR,
11

"public_log":
{
"items™:
[
{
"date": "yyyy-mm-dd hh:mm:ss",
"user_login": "jfoo",
"message": "<p>The first line</p><p>A second line</p>",
"format": "html"

"date": "yyyy-mm-dd hh:mm:ss",
"user_login": "jfoo",

"message": "blah blah blah",
"format": "text"

www.itilxf.com
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HEIREES Link sets
XFpzE, BERENSENXHIEA.

il
"contacts_list":
[
{
"role": "artist",
"contact_id":
{
"finalclass": "Person"”,
"name": "monet",
"first_name": "claude"
}
h
{

"role": "Basket-ball",

"contact_id": "SELECT Team WHERE name = 'San Antonio Spurs"
1
{

"contact_id": 1234

}

www.itilxf.com
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BRI ERXMEI:

1]
{
“code™: 0,
core/.. MM RIAEZUU0 T : ‘message”: ",
"class": "Person”,
{
i{'ObjeCtS": "ey": 1234,
"objectclass::objectkey": “fields™: {
{ "id": 1234,
} "name": "My last name",
12 "status": "Active",
“code": 0, ) N
"message": "Found: 1" org_id": 123,
Yy
}
}

www.itilxf.com



ITILSGEEEIE ' £v3 Z ki 4 ‘
I aill (TopiE M BRS - BL AR Cict

v

HENBMYIRTIBESHHHTFER (MRTH) #iTisdl. S%output_fieldsa] LABLLT
izl

o HIEZSNIRAIEMHMIESIF (Flgn: “name, status, org_id" ) .

o XERBEAHEEIIRNEM.

o *RIEIAENIFIBRENG (FXRUREINREETEZHENG)
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$#E-3RBX core/get
EEXISRFIER. Hlan:

E1id FA/Yjson_data:
{

"operation": "core/get",

"class": "Person”,

"key": "SELECT Person WHERE email LIKE '%.com™,
"output_fields": "friendlyname, email"

}
BE&FEH "key" HIBIMET:
{

"operation": "core/get",
"class": "Person",
"key™: 1,

"output_fields™: "*"

www.itilxf.com
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#R{E-3REY core/get

M2.6.1FR, EAANHRSHLIESR:

® limit (int): IRMEIZEERAIEIZE (default: 0 = RPRHE)

® page (int): IREIRITIRIEN (AFEE< 1)
B]LA{EEclasses/class/properties/order HEEIXMLT sz o RAIHEFEILN

f5uan .
{

"operation": "core/get",

"class": "Person",

"key": "SELECT Person",
"output_fields": "friendlyname, email”
“limit": "5",

"page": "2"
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SE-FR3E core/create
CIEIEERIFNSR, BT ~NAHYjson_data:
{

"operation": "core/create”,
"comment": "Synchronization from blah...",
"class": "UserRequest",
"output_fields™: "id, friendlyname”,
"fields":
{
"org_id": "SELECT Organization WHERE name = \"Demo\"",
"caller_id":
{
"name": "monet",
"first_name": "claude”,
}
"title": "Houston, got a problem!",
"description™: "The fridge is empty"
}
}

REZERCE—FRIABFIER.

www.itilxf.com
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={E-¥hiE core/create

HEREMEERIREI

o {EEEEE Link sets: BHRIRSFFaES RS, 155H LESHARAI

® THHFIRXISR Blobs: MHEHAZE (Hla0DocumentFile/file) AISTULZ
{data: base64-encoded-data, mimetype: ..., filename: ...}

o THA®: AUF=HA.

¢ ER—NFERFEEYSTMNGUIRRII— M NER: [ BERERARELSERIAR (BT ERwebiRSZHIEIE
) B3,

& Ll{add_item:{message:'blah’, user id:123, date:'2012-02-28 10:30 W (BB — NS SR
II—%BE. user_idflldate2RIIEHY, D RIBGANZSRIAFMSRIBHIFETE. BERFPIRRE
KATRARBRSHEEEGEERNIR, SNEREERNGT ERASRNEEIRAE.

& Ll{items:[{message:'blan' R E1E—NMEIIRIKER N HE.
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SE-FR3E core/create

e Rz 7=A71
{

"code": 0,

"objects":
{
"UserRequest::123":
{
"code": 0,
"message": "created",
"class": "UserRequest",
"key": 29,
"fields™:
{
"id": 29,
"friendlyname™: "R-000029"
}
}
}
}

www.itilxf.com
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ERWMRE

¥E(E-SB¥f core/update

EFr— IR, £%E—Tjson_data:
{

"operation": "core/update”,

"comment": "Synchronization from blah...",
"class": "UserRequest",

"key":{"description": "The fridge is empty"},
"output_fields": "friendlyname, title, contact_list",

"fields™
{
"contacts_list":
[
{
"role": "pizza delivery"”,
"contact_id":
{
"finalclass": "Person”, "name": "monet", "first_name": "claude"
}
}
]
}
}

- BEFAFEK (BT The fridge is empty"iRBIAY) , REBERASNRA—NELRA ( Claude Monet ) , AR

'pizza delivery’,

www.itilxf.com
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RE-THIRTS core/apply_stimulus

EITISRHNA— T RIFBESZXIRAPRE, E3BLLTHjson_data:
{
"operation": "core/apply_stimulus”,
"comment": "Synchronization from blah...",
"class": "UserRequest",
"key": 15,
"stimulus™: "ev_assign",
"output_fields": "friendlyname, title, status, contact_list",
“fields™:
{
"team_id": 18,
"agent_id": 57
}

}
- BEFAFEK (BEE15MR5I89) | &Eagent_idflteam_idFEE ITFERERSEWERN) , HERASIER AR

ev_assignff L LIRS NITEEEIE D BOIR.
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}2UE-IES core/delete

RIERIISRES, &% THEAYjson_data:
{

"operation": "core/delete",
"comment": "Cleanup for customer Demo",
"class": "UserRequest",
"key":
{
"org_id": 2
1

"simulate": false

}

.. BiER2SBRFRBERFEK,

BRI BE A E MPRFL/ B BT AR EMPRXT RIS, FrEXISRERFITERS .
RENENESEE — MR SABR—FEEMIMEENER. RSB Ecore/restservices.class.inc.phpdEN, {EA
RestDeleteZSHIEE.




ITILSGiEi81E
ERMRE

iTop# A Bk -2 LBk SS

}2UE-IES core/delete

B BE aX

0 |OK EARIEIRIERMIpRR TS

1 | ISSUE —RZIAIRR (FAFHER or ... ?)

2 | AUTO DELETE IR BRI EUR R R

3 | AUTO DELETE ISSUE WITIBRUASS SRR e 2 M, (BIXEAATRERY
4 | REQUEST EXPLICITELY R MRS SR RERISS R M, (B4 ZRBRREIE K
5 |AUTO UPDATE R T AR EE B OST 2R 1

6 | AUTO_UPDATE_ISSUE REFTAGIFEIRENTE M, (BEXEARAIEEM

k)
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PRE-SRAEIEIR core/get_related
HIIRENTR, SH—IUREENRIIR, BREEZNSZIXETSREMAYEIIIR,
18— Tjson_data:
{

"operation": "core/get_related",

"class": "Server",

"key": 1,

"relation": "impacts”,

"depth": 4,

“redundancy": true,

"direction"; "down"

}

- BEIRIAATRIRSSEBZMAIMEEREN. ERERGIEIR (BIA20%) .
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PRE-SREVLEIEIR core/get_related
IFHEINE SR :

{
"objects":
{
"objectclass::objectkey":
{
}
h
“relations":
{
"origin-class::origin-key":
[
{
"key": "destination-class::destination-key"
}
]
h
"code": 0,
"message": "Scope: 1; Found: Server=4, VirtualMachine=3, Farm=1"
}

www.itilxf.com
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¥EE-IAIEE core/check_credentials

B login + password, {&iE%0 json_data:
{

"operation": "core/check_credentials",
"user": "john",
"password": "abc123",

}
LBHER (IR—TIEREE) ..
{
"code": 0,
"message": ",

"authorized": true,

}

www.itilxf.com



I é};ﬁféﬁ iTDp?% O PR % - 745 #0183t

JSRUNIAZ : http://jsrun.net/fh6Kp
EERKREST/ISONIERAYG E3~5: {FHbashFIwget
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I Wl iTopiE M AR SS - Nfe AR AR 55

A LABEFHA—MER (8 B) X RIRS, %RRFEIB—LliRestServiceProvideriZ [
X (BREBENERF)
ZEERE, FHNBEENXIRSIERIA, FHoperation=list_operations#lH,
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OQLMREIHIES
iTopEFAANSREIRIES (BFfR: OQL) AEMEFEFFANTRIIES,
OQLEIAEITopFEX KB ENSFESHRSG#HFER (BN, BrRE) .
OQLIEENBinEimSURRE P fRSQUIER RIS 2, FIFOQLENXIRM TN LE(EE
R TIRRARRIES]), SEARI(OQLEILARASZMIFRM), BMEI(OQLEAMRITAA—1N"SQLE
1f), NSEMW (BERMWE) HEBBRANEE.
OQLIEAIE(UTFSQLIER, OQLIEZRETSQLESHIFE.
Z|BaiAlE, RBESELECTIEAIEASLH,
XEEANED REER EIFFREIRNEERESE

o E/RIEERIINIFRIIE.

o TEENSRIKENIRAFIR (BITENINRIR) .

#: https://www.itophub.cn/bin/view/6/8Z2FNZS/2%20 R FETH/2.4.01-HEETH/02- M EAIE=0QL/



https://www.itophub.cn/bin/view/6/备用内容/2%20系统管理/2.4.01-日常管理/02-对象查询语言OQL/

$Ei0Ix ' Eva A AR '
| Tl (TopfE O % - R EH S a

iTop kR& JSON REST k& TE
2.0.1 1.0 Bl
2.0.2 1.1 ERERSSERFRINT key' (£1.0hFE—LMENT) | BUSIERFMERITEN

BR (SERIEZRAR: contains...) , RIFEEINRE (REN0, TR "KEX" )

SRMBETHET (FUESERAEA) | SRR ETFRABURS, 5
503 - FFHTTPEAS IS, ARNiEcore/check ‘EiE. BREHERIES (BOBHBIES
. | M S)ERERER) | FINEE + LURLATETENS (RMUSEERNFE) |

EETHSBIRIRS
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