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i) WMESZHIOTP

IHRR 4.2.2 F86$5 5t 0 & 1 4.2.3 Monitor and review the ISMS ESTHR AL T 28 9 3 Performance
evaluation. GO MIEREHE: WA, WE. 0. B0 FEBL SWIH G2 2 dfaf il 2 Aaf ikl 2 fa]
BF AT 2 WSR2 WERTTIPAN ? O B907 SR H 1 IS AR B K o AH DU IH RRAE SC LR B A5 12 4 T T
BRI, PR R
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4.2.1(9) The control objectives and controls from Annex A shalll | #hx A B 2H 24 AT 3 B A
be selected as part of this process as suitable to cover | &R dsH], BIHEAET
these requirements. FERAT

4.2.1C0) Obtain management authorization to implement and operate | |HRRLE X IEAL Sk B ik X
the ISMS. A, H A G

4.2.3¢a)(1 _ _ 4.2.3h WfERpEe

N promptly detect errors in the results of processing; ISMS. BEIE SR B 155 DL

TE/RE A

.2.3(a) (2

promptly identify attempted and successful security
breaches and incidents;

4.2 3N FEFIEH 1SMS,
BRI SR R AR/ AN E Y

help detect security events and thereby prevent security
incidents by the use of indicators; and

4.2 3N FEFIEH 1SMS,
BEIESR R BAR /AN E Y

4
)
4.2.3(a)(4
)
4

.2.3() (5

determine whether the actions taken to resolve a breach

4.2 3N FEFIEH 1SMS,

) of security were effective. PEIESR AR/ AN TE 2
4.2.3(h) Record actions and events that could have an impact on | 4_2_3 i fiEH 1SMS,
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the effectiveness or performance of the ISMS (see 4.3.3). | HIRER K BEIA/AE Y

4.3.1 Documentation shall include records of management [HiR: 08 B E R I
decisions, ensure that actions are traceable to YK SR EPL? XA
management decisions and policies, and the recorded W3R A i 2
results are reproducible. W 4.3.108 B
SCAE AL E BE R AIC S, B OR Tt AT DB ) 21 B E DR SN SR,
Whfrid xR 2 EL,

4.3.1 It is important to be able to demonstrate the relationship | fF# R IE SR IEAL A

from the selected controls back to the results of the risk | ExR, [AMR4.3 “C/HH”
assessment and risk treatment process, and subsequently | oh IR SR 5 SR .
back to the ISMS policy and objectives.

)2 Re 8 1IE B P de B30 A s i i it 5 XURS: VP R XUz b 3 FR IR 25 S
ERRER, LAACE M BE B2 28 RIS B bR .

4.3.1(c) procedures and controls in support of the ISMS; TR 7 .5 . LABUA
A documented procedure shall be established to define the | gi#k7.5. 304
management actions needed to:
4.3.3 The controls needed for the identification, storage, JE A T B R 1
protection, retrieval, retention time and disposition of | 7.5.3, %Z&— 303

records shall be documented and implemented.

and of all occurrences of significant security incidents | JFid &3 6% 2851

4.3-3 related to the ISMS. 7.5.3, HGi— i)
ensure that information security procedures support the | Tk

5-2-1(0) business requirements;
maintain adequate security by correct application of all | £4

5.2.1(d) )
implemented controls;

6(d) The responsibilities and requirements for planning and | K&, £4
conducting audits, and for reporting results and
maintaining records (see 4.3.3) shall be defined in a
documented procedure.
The documented procedure for preventive action shall HIR AR H

8-3 define requirements for: preventive actionigik
The priority of preventive actions shall be determined | ¥ AT RH

8.3(e) based on the results of the risk assessment. preventive actionf#iz:

2.3 [z A AL

SRR - PEMITE A E I, 1S027001:2013 0k B 1 2 H Fh I0, (UG TH Rl b AT BRSRAU A ITEAT T 44
TS B o3 i i AR B T B AR B i . AT X LR B HOR IR R, R8I FAIN T ) 0
(A.6.2.1 Mobile device policy) -

B Ry: R, g RS M BRI R RO AT . THARHY) (Communications &
Operations) 3, #54);A (Operations security) 1 (Communications security) -,

BFERVE: AR ARG 2 AN E AR ML, & H N, TH bR E PR IE — R R AR
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a) B

4is I B BFIR
A.6.1.5 Information Information security shall be TR0 H B Wmh B2 [E 0 H )
security in addressed in project management, A, TSR]
project regardless of the type of project. BEAATE, S1ETH.
managementifi H & TERATFP I E , ¥R R 2 4 ) ERZAENBEELEEH
B )E e e Tiir e B R I
AL R, Fk b
AR o LTE 3 N9
TG 2 2% P Y 45 4 1 0 5 2 A
Ko
A.12.6.2 Restrictions on Rules governing the installation of | —Jl&iiZz4, — NAEINFE
software software by users shall be BEE., TN skiE
installation [R#] | established and implemented. s | 4F, {H7EE NS EaiE
A2 NS it FH P A 22 2 7 R LA o o
A.14.2.1 | Secure W AR SR LS H T AT
development ) Rules for the development of software Z‘iiéﬁ%’ﬁﬁ MR G
policy FFRMIZ % and systems shall be established and ELRF), wAaaEs
ol applied to developments within the /H:EE%H%EP) ; %Ejﬁﬂj
organization. g AR H LN ER K 5%\##7/{%@??% =
R R A K. WA REH
&, IS EAL 142
R EHITER
A.14.2.5 Secure system Principles for engineering secure 5A.14 2 1T R 245K
engineering systems shall be established, AEIFAZ, IEHEEA,
principles %4 % | documented, maintained and applied to | 407, A& IHMRA.12.2
28 TREJE any information system development | FHCZER (i N 4%
efforts. £TZETEENNEERATE | & BHE0. ZES21EE .
JEN RIS SO BT AEE S R G | BsHial Si¥A 14,21
TG 5. T
A.14.2.6 Secure Organizations shall establish and MIRBE 2 1] ) B e E IF R 2
development appropriately protect secure 2Ry OFEEELS. U
environment{£{'JF | development environment for system | jaf&#l. FEEHE. B
RIS development and integration efforts | {p&EsR, HIHRE S,
that cover the entire system IHRRAR I AFA.10.1 .4
development lifecycle. HZINEIE | RETFRHIE S B HIER.
AR RGIT KB TAF M LRI R, B | AR &> R G HTT
# BN RGUT R A R BT L XS o
A.14.2.8 System security Testing of security functionality shall be carried out | #T RGL8E B RGAEH K
testing 2% %4 | during development. £ T &I FE i N #E4T 2242 o rp A A T AR B
ik D Re it E,  AE—E SR AT M
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kol ey L B BT
WA R =YE0k s v WV A
355 P B S A ST 3G AL
e WMiAZRERGEEN
M5E ! BeEHIAa R T IR
LA R R, R
fif R o

A.14.2.9 | System X TR BRGNP IRATI R RS, MER | RGBS N S EE S %
acceptance W T SEANAH SR SEORI (1411 M
testing RGN 14.1.2) H¥ERG L 2T K
ik g (W.14.2.1), EHTH

TR R G ik . AT
8 AR 234 TR KA

A.15.1.1 Information Information security requirements B A AR E R, W
security policy for mitigating the risks associated | [RGWNEE, 45 /5L Htiis
for supplier with supplier access to Hal| B 7 22 L
relationships #t | organization’s assets shall be 1S5027002:2013; HA {5k
MR AMERE %4 | documented. NFFRGLN VI AT ™ | REEDWUHZEIT T .
S RIS, B PO R P IR ID AR S B L A

=R,

A.15.1.3 Information and Agreements with suppliers shall HREE T AN A 2 A TR R
communication include requirements to address the | &, & T4 ITHEENEE,
technology information security risks R N R N AL A 4
supply chain {5 | associated with information and R, WEHER27002, X2
RS F AR ML N 5E communications technology services | —/bb# “E K E” fEH]

and product supply chain. fEREPML | T, WAL IMERS
MLELHRAE SRR BRI SS USSR | A BUARVE SR S 4R
FAE B A XA B 2K JEHRAEE.

A.16.1.4 Assessment and Information security events shall be | Sy 4 AT b 18 ) 17
decision on assessed and it shall be decided if | {18, 5A.16.1.2%;
information they are to be classified as | {EEZ4HEE: EE2L2E
security eventsif | information security incidents. 55 | WHTNECL KA, WHEE
EAYSRE R 2 eS| ZeEFENEIT, JFHIE2BRI0RE R % | AR
& o RN ERZeER . BRLEW

AT A& KL, HE&
1 B 7 TH R o
A.16.1.5 Response to B B L 01 22 4 A N PR TS
Information security incidents shall
information ) ) P R, BARIHIK
security be responded to iIn accorda‘n(‘:e with the A 13,20 LT
) documented procedures. ¥ CHLIITER
incidents §E% o~
s ZLib LTI

A.17.2.1 Availability of Information processing Tacilities | HEmMNCIA= A “nl
information shall be implemented with redundancy | 14”7 {5k, HEE2—PNHE
processing sufficient to meet availability | %M 5ME,
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facilitiesfE 24t requirements.

BBt ) AT

ZERV: EEFEREEIAE TR E MR R e T, MERKRE, R AR,
b) ki A A Bk B 1 i

W5 T 15 1t MR EE (CEZEER)
A.6.1.1 Management commitment to information security | HifiibrvE E 54 F O A IMESR, &
5 B2 g AR SR TURAE IE SO EE A A I
A6.1.2 Information security coordination BT ARUE IE 580 S O AL & A DS ER,
F e ME AR UL TR 1E S BRI
A6.1.4 Authorization process for information FEEHRA.8.1. 3K =4
processing facilities {52 KR BGLFE HARI .
Identification of risks related to external IR MO R L4 P P45 2 0
A.6.2.1 partios MBI 42 I K s IHARKAG . 2 C AN
W, BB IE SC XA 15 L TREHUAR.
Addressing security when dealing with customers ﬂég*ﬁﬁg? %FE%ﬂ%ﬂﬁ%ﬁ
A.6.2.2 e e A B, 5 H AT B 32 U I 428 11 55 A 1E
A RE .
A10.7.4 Security of system documentation FRZiA4%4: JEUOBAE, FHOCAHER R O A HoAth g
il o
10.2.1 Service delivery R4} BRER, PINFIRA.15.2.1
A.10.8.5 Business Information Systems W55 B £% 2. RBERCW RITEERER.
A.10.9.1 M T4 Electronic commerce T 87 iR P A B 4 1) 30 5 B
JFE SR S ERE R P 5 H S B
10.10.2 WAL RS {#E ] Monitoring system use MESIER, EBMNAUE. FHIRERIEHR
A12_ 1.1KA 12 .4 19 EE L.
10.10.5 Fault loggingftiiz Hi& IFA RS TSR KRB s 48— 2N NBThR )
A.12.4.1 HfFERE
A11.4.2 User authentication for external connections#l | KA/ AREE, HERBEHRA.9.1,
BRI H 4 A9 2 AH SR HE | A B o
A11.4.3 Equipment identification in networks W% L | KEMA/AREGE. FICHE ML &
byl LR EPS
A11.4.4 Remote Diagnostic and configuration port KEAAIAEGE, NEBFRA.13.1.1
protection ZFEi2 WAl & i L 1 PR e
A.11.4.6 Network Connection control M45iE44% gi}l%/ﬂ?éjﬁ,ﬁ\]@m%ﬁﬁﬁkl&l.l
A.11.4.7 | Network routing control [%s i 22%/$éﬁ’W%}m%ﬁﬁﬁA-13-l-l
A.11.6.2 | Sensitive system isolation KRS W CARILEA.13. 1 SR AT
FLAAH I EL SR B 3 22 4 SR
A.12.2.1 Input data validation % A\%dE#A KL Bk, SNHIR A14.25 4R
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MW EetalEiy MR RE (EZ#E)
g TREE N g, Fizml
A.12.2.2 | Control of internal processing AGRLIAR, BAAAHIIR A14.2.5 2585
g TREE N g, Fizml
g KL BAR, CNFTIR A14.2.5 %A R
A.12.2.3 | Message integrity HR25eMH T
e X KL Bk, SONHTIR A14.25 L2 FR
A.12.2.4 | output data validation #iH il G T RE I B
A.12.5.4 Information leakage f5&2.lt# JEEEE SRy 2 By LA S5 vk 2 P AT B
CARBLAE “ B SR D7 il
A 1515 Prevention of misuse of information processing | SCRYfbEAE” Sdstth, IHRE “45
facilities Fjiili {5 AL A BRATE. OFBhmsEsRer
H SRR D
V45 SR R AR BS: PFAil [7i Ja AU PFAT - LA RS o4 1E S XU
A.14.1.2 “ R R R RO S I AR T AR, SRR AT RN, | PRASHI R AR
T R B R E R R
e b BSERR “A.17.1 1 0E B %4
A.14.1.4 V55 AR THRIESE KoM
A.15.3.2 Protection of information systems audit tools | [HfJFE 2P 1Ex e i T B i H Bk
RIEERGH I LA Bk, HLBAPR/AEL T, HitL
BAEBA G 28—, C 5 ]
T AT AR

ZERVE: BMB=KER, 1 EEBER,

o) A/ BALREER T

2 S THARMT, 3 EAL/5E AEH

15027001:2005

15027001:2013

WERE (EFHE

A_.10.10.1, Audit logging,

A.12.4.1, Event logging.%¥

SHT, RRT AL IHARA. 10.10. 2

A8 1.1 fAtafIER Tt

A.10.10.2,Monitoring of system | {4 H & FIA. 10. 10. 5FIA. 107 HAth 4541 15 45 =
use, .
A_.10.10.5, Fault logging
A.6.1.8 15 B2 AL i A.18. 2. 1 {5 B2 A s v a MIBRR “ 15 B &40 B BUH AR I “ 75
a7, BAREREE
MIEHE R A 10 B SR EEE, #
A.10. 1.3, B E A.6.1.2 B3I E FE IR A. 6. 1 PUERALY, TR
E%%%
—RWA . I BRI
mﬁﬁiﬁﬁﬁﬁm%%ﬂﬁTai?
A. 6. 1. 35 B2 &R 5T M4 i A6 1L 11 LA o 5 AL 3 “AE R EMEET, FhHR

A6 ERLEEMHATA 7T NS5
AR IR GEAFART LA, I A HT AR BRI
T A6, BUUEA A.6. 1.2 BRTT .

A 11.5.1 B#EERERF

A 9. 4. 2L EFFRIEFT

[HRRA. 11.5.5 £ iEHERFIA. 11.5.6
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15027001 : 2005 1S027001:2013 HEBRE EFEHED
A 11.5.5 S iFEn IRMLI [ BR 2 2455 T B /1 T4
A 11.5. 6 AL Al PR s A, EAEA 1L SR RS, TUHE !
iiséiiizﬁﬁ A 14, 1 28 LI R S 22 4 %ﬁ%f°%¥ﬁ%mmﬁ%E%W%
A.11.4.4 Remote Diagnostic and =H— T IHERF LA S I0E F B Ak
configuration port protection L& JEAEL, B IHAREIEE I R T
12 W RN C B i R 5328, BEEMEEAE,
A.11.4.6 Network Connection control | A.13.1.1 MZ&4%H
I 2 SZE e |
A. 11. 4.7 Network routing control
74 I Hr s
A 12.2. 1 FNER R YT IR R BRI TT R 2 Ao R 5 ok
A 12.2.2 PYEBALFR {7 ] X AT T BE, MO TREN, XA K
A12.9.3 A 14. 2. 54 R G TREJE P
A 12.2. 4 i B 56 E

ZFERN S E WA VA A br dE I AR S B AR b 4% I TR MAPPING . iF B i BSI MY
{1S027001-mapping—guide—-UK-EN),
ANit BST XA AR AFFEA SR, CAEARSCHAIE T

d)  HAbA I %

IBRRH “AL2. 287 F ) TERA AL 7 BEAN B T BRAL2. 31 N AAAS, (HBMST A HTRRK) “ AL0. 0 2 i)
JRAAUARL & PSP TR o /N B — N3

LI “AL15 B ARG THRMYES ", P “AL4E B RGN JHR 547 et iRk
ANk, BT LA R I 0 A B BR AR T o (UR B AT AUEIHARAL L2 A8 KAL) 2T € b
WA G .

IHRR “A14M 5% 2% F ( Business continuity management) ” B4 “A17 W& E P HIER
AT, ALTIIRI AR R LB S ESWEE PG EL4SE” , MEBIERK “&Esit
BHHE” , NEfMS5ER ELEFEAES.

3. AT [0 3B ik e R

1SO 2R Ik e 45 014 B bt & A 5 18~24 N H, B8 @ SIS IHROAUE 4 Z37E 2014-2015 24
AR U e et 2%, T THRICE 2015 AR EE B ISMS FREUSHIE TS (AL 48T 25 R 30T bR o B SR AT
A BN IR R A B BRI AR, A BE TR AN RO, B MY T AR AL 45

> A (—RWSCEF. SRES . SOA. BAREE, SUHFEIEF R DA, BfEr e, KT
> ARG TR )

> ENE. SRR T A CBER)

> HAMEE A R BRI, BB REZZEMN T €15027001:2013 HHfi R ) (# )

©EZF J) B A WEBATT



1IS027000 H7h ffi2 R 2 S0k — 1S027001:2013 fif i k5B

4, D45

1S027001:2005 Kt A7 I VF 22 i) @i B S (1), 24 oG S8 o] 7 A R R BAS A KR, g 2H SRR it
W ISMS Wk TYFZ EIL (e K ErE A R 92k 1sMSs 150 H I B R AR A . HIXTHIHRR, 15027001:2013
PSSR A S B L, AR e U A e g oRIE (BSI/ISO H U PDCA PR KIE2 T s EAEE AL,
better late than never (T-f4ME— K NHER),

ST R B AR ALK, SRR AER Y 1ISMS, BT RS PP R . P B SR I T S 45 2 e
b, BEAR B RAZE B Ty SEIL, XN BRI St A HE)T o B S — R BT S . 1S027001:2013 £ A
FHAE AR T I RRAS o

X E N AZ D40 15027001:2005/GBT22080 AEMIZHLURYL, A T A SEBUAR BT AR e 4, &2
Wooooo B K2 U BRI AR AR AN 2 R T R A SCE RN T U6 | 2 2510 8 7 7 1) : 1527001
WA, (5 R LS EHF G0, MRS AR R AW S TEHSFE Y oA LA ) Bl 5 5K,
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