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GB/T�22080GB/T�22080��20082008
• 1�
– 1.1�

• ISMS

•
– “ ”

– GB/T�22081�2008

(ISMS)

GB/T�22080GB/T�22080��20082008
• 1�
– 1.2�

•

•
– 4 5
6 7 8

–

–
/

(ISMS)

GB/T�22080GB/T�22080��20082008
• 1�
– 1.2�

•
GB/T19001�2000 GB/T�

24001�2004

(ISMS)

GB/T�22080GB/T�22080��20082008
• 2�
– GB/T�22081�2008

ISO/IEC27002:2005 IDT
•

• 11 39
133

– A
GB/T�22081�2008

5 15

(ISMS)

GB/T�22080GB/T�22080��20082008
• 3�
– 3.1� asset
– 3.2� availability
– 3.3� confidentiality
– 3.4� information�security
– 3.5� information�security�event
– 3.6� information�security�incident
– 3.7� ISMS information�
security�management�system�(ISMS)

– 3.8� integrity

(ISMS)

GB/T�22080GB/T�22080��20082008
• 3�
– 3.9� residual�risk

– 3.10� risk�acceptance

– 3.11� risk�analysis

– 3.12� risk�assessment

– 3.13� risk�evaluation

– 3.14� risk�management

– 3.15� risk�treatment

– 3.16� statement�of�applicability



(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.1�

•

•
ISMS

• PDCA

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4�
– 4.2� ISMS

• 4.2.1� ISMS
– )� ISMS
– )� ISMS
– )�
– )�
– )�
– )�
– )�
– )�
– )� ISMS
– )� SoA

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4�
– 4.2� ISMS�/�4.2.2� ISMS

• )�

• )�

• )�

• )�

• )�

• )� ISMS

• )� ISMS

• )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4�
– 4.2� ISMS

• 4.2.3� ISMS
– )�
– )� ISMS
– )�
– )�
– )� ISMS
– )� ISMS
– )�
– )� ISMS

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.2� ISMS

• 4.2.4� ISMS

– )� ISMS

– )�

– )�

– )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3�

• 4.3.1�
–

–

–

ISMS



(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3�

• 4.3.1�
– ISMS

� )� ISMS

� )�ISMS

� )� ISMS

� )�

� )�

� )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3.2�

• ISMS

•
•

– )�

– )�

– )�

– )�

– )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3.2�

•
– )�

– )�

– )�

– )�

– )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3.3�

• ISMS

•
• ISMS
•
•

(ISMS)

GB/T�22080GB/T�22080��20082008
• 4� ISMS
– 4.3.3�

•
– 4.2
– ISMS

•
–
–
–
– /

(ISMS)

GB/T�22080GB/T�22080��20082008
• 5�
– 5.1�

•
ISMS

•



(ISMS)

GB/T�22080GB/T�22080��20082008
• 5�
– 5.2

• 5.2.1�
–
– ISMS

(ISMS)

GB/T�22080GB/T�22080��20082008
• 5�
– 5.2

• 5.2.2
– ISMS

–
ISMS

(ISMS)

GB/T�22080GB/T�22080��20082008
• 6�ISMS
–

• ISMS
•

–
• ISMS

– a)�
– b)�
– c)�
– d)�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 6�ISMS
–

•
–
–

•
–

•

•

(ISMS)

GB/T�22080GB/T�22080��20082008
• 6�ISMS
–

• 4.3.3

–
•

•
8

–
• GB/T�19011�2003 ISMS

(ISMS)

GB/T�22080GB/T�22080��20082008
• 7�ISMS
– 7.1�

•
• ISMS

• ISMS

•
4.3.3



(ISMS)

GB/T�22080GB/T�22080��20082008
• 7�ISMS
– 7.2

• )�ISMS
• )�
• )� ISMS
• )�
• )�
• )�
• )�
• )� ISMS
• )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 7�ISMS
– 7.3�

• )�ISMS

• )�

• )�
ISMS )� )�

)� )�
)� )� /

• )�

• )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 8�ISMS
– 8.1�

• ISMS

–
–
–
–
–
– 7

(ISMS)

GB/T�22080GB/T�22080��20082008
• 8�ISMS
– 8.2�

• ISMS

•
– )�

– )�

– )�

– )�

– )� 4.3.3

– )�

(ISMS)

GB/T�22080GB/T�22080��20082008
• 8�ISMS
– 8.3�

•
•
•

– a)�
– b)�
– c)�
– d)� 4.3.3

– e)�

(ISMS)

GB/T�22080GB/T�22080��20082008
• A�

– A�1
GB/T�22081�2008 ISO/IEC�27002:2005,�IDT
5 15

– A.1

–
4.2.1 ISMS

– GB/T�22081�2008 ISO/IEC�27002:2005,�IDT
5 15

A.5 A.15



(ISMS)

GB/T�22080GB/T�22080��20082008
• B� OECD
– OECD

•

–
PDCA 4 5 6 8

OECD
•

(ISMS)

GB/T�22080GB/T�22080��20082008
• C� GB/T�9001�2000,�
GB/T�24001�2004�
– GB/T�9001�2000 —

– GB/T�24001�2004

–

(ISMS)

ISMSISMS
• 3.1�
• 3.2�
• 3.3�

• 3.4 
– GB/T�22080�2008

–GB/T 22081-2008

– GB/T�20984�2007
– GB/T�20988�2007
– GB/Z�20985�2007

(ISMS)

GB/T�22081GB/T�22081��20082008
•
–

– Information�technology� Security�
techniques� Code�of�practice�for�information�
security�management

• GB/T�22081�2008
• L80
• ISO/IEC�27002:2005 IDT

(ISMS)

GB/T�22081GB/T�22081��20082008
• 2008�6�19�

• 2008�11�1

•
–
–

(ISMS)

GB/T�22081GB/T�22081��20082008
•
–



(ISMS)

GB/T�22081GB/T�22081��20082008
•
–
–
– 1�
– 2�
– 3�
– 4�
– 5�
– 6�
– 7�

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 8�
– 9�
– 10�
– 11�
– 12�
– 13�
– 14�
– 15�
–

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– [ ]

– ISO/IEC�27002:2005 —
—

– GB/T�19716�2005
ISO/IEC�17799:2000

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.1�

•

•

•

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.2�

•

•

•

•

•

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.3�

•

•
•

– 0.4�
•
•



(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.5�

•

•

– 0.6�
•
•

•

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.7�

•
•
•
•
•
•
•
•
•
•

(ISMS)

GB/T�22081GB/T�22081��20082008
•
– 0.8

•

(ISMS)

GB/T�22081GB/T�22081��20082008
• 1�
–

–

–

–

(ISMS)

GB/T�22081GB/T�22081��20082008
• 2�
– asset

– control

– guideline

– information�processing�facilities

– information�security

– information�security�event

– information�security�incident

– policy

(ISMS)

GB/T�22081GB/T�22081��20082008
• 2�
– risk
– risk�analysis
– risk�assessment
– risk�evaluation
– risk�management
– risk�treatment
– third�party
– threat
– vulnerability



(ISMS)

GB/T�22081GB/T�22081��20082008
• 3�
– 11 39

– 1
–

•
•

(ISMS)

GB/T�22081GB/T�22081��20082008
• 4�
– 4.1�

•

•

– 4.2�
•
•

–
•

(ISMS)

GB/T�22081GB/T�22081��20082008
• 5�
– 5.1�

•

•
– 5.1.1�
– 5.1.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 6�
– 6.1�

•
•

– 6.1.1��
– 6.1.2�
– 6.1.3�
– 6.1.4�
– 6.1.5�
– 6.1.6�
– 6.1.7�
– 6.1.8�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 6�
– 6.2�

•

•
– 6.2.1�
– 6.2.2�
– 6.2.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 7�
– 7.1�

•
•

– 7.1.1�
– 7.1.2�
– 7.1.3�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 7�
– 7.2�

•
•

– 7.2.1�
– 7.2.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 8�
– 8.1�

•

•
– 8.1.1�
– 8.1.2�
– 8.1.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 8�
– 8.2�

•

•
– 8.2.1�
– 8.2.2�
– 8.2.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 8�
– 8.3�

•

•
– 8.3.1�
– 8.3.2�
– 8.3.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 9�
– 9.1�

•

•
– 9.1.1�
– 9.1.2�
– 9.1.3�
– 9.1.4�
– 9.1.5�
– 9.1.6�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 9�
– 9.2�

•

•
– 9.2.1�
– 9.2.2�
– 9.2.3�
– 9.2.4�
– 9.2.5�
– 9.2.6�
– 9.2.7�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.1�

•
•

– 10.1.1�
– 10.1.2�
– 10.1.3�
– 10.1.4�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.2�

•

•
– 10.2.1�
– 10.2.2�
– 10.2.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.3�

•
•

– 10.3.1�
– 10.3.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.4�

•
•

– 10.4.1�
– 10.4.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.5�

•

•
– 10.5.1�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.6�

•

•
– 10.6.1�
– 10.6.2�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.7�

•

•
– 10.7.1�
– 10.7.2�
– 10.7.3�
– 10.7.4�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.8�

•

•
– 10.8.1�
– 10.8.2�
– 10.8.3�
– 10.8.4�
– 10.8.5�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.9�

•
•

– 10.9.1�
– 10.9.2�
– 10.9.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 10�
– 10.10�

•
•

– 10.10.1�
– 10.10.2�
– 10.10.3�
– 10.10.4�
– 10.10.5�
– 10.10.6�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.1�

•
•

– 11.1.1�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.2�

•

•
– 11.2.1�
– 11.2.2�
– 11.2.3�
– 11.2.4�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.3�

•

•
– 11.3.1�
– 11.3.2�
– 11.3.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.4�

•
•

– 11.4.1�
– 11.4.2�
– 11.4.3�
– 11.4.4�
– 11.4.5�
– 11.4.6�
– 11.4.7�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.5�

•
•

– 11.5.1�
– 11.5.2�
– 11.5.3�
– 11.5.4�
– 11.5.5�
– 11.5.6�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.6�

•
•

– 11.6.1�
– 11.6.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 11�
– 11.7�

•

•
– 11.7.1�
– 11.7.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.1�

•

•
– 12.1.1�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.2�

•

•
– 12.2.1�
– 12.2.2�
– 12.2.4�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.3�

•

•
– 12.3.1�
– 12.3.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.4�

•
•

– 12.4.1�
– 12.4.2�
– 12.4.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.5�

•
•

– 12.5.1�
– 12.5.2�
– 12.5.3�
– 12.5.4�
– 12.5.5�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 12�
– 12.6�

•
•

– 12.6.1�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 13�
– 13.1�

•

•
– 13.1.1�
– 13.1.2�



(ISMS)

GB/T�22081GB/T�22081��20082008
• 13�
– 13.2�

•

•
– 13.2.1�
– 13.2.2�
– 13.2.3�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 14�
– 14.1�

•

•
– 14.1.1�
– 14.1.2�
– 14.1.3�
– 14.1.4�
– 14.1.5�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 15�
– 15.1�

•

•
– 15.1.1�
– 15.1.2� IPR

– 15.1.3�
– 15.1.4�
– 15.1.5�
– 15.1.6�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 15�
– 15.2�

•
•

– 15.2.1�
– 15.2.2�

(ISMS)

GB/T�22081GB/T�22081��20082008
• 15�
– 15.3�

•

•
– 15.3.1�
– 15.3.2�

(ISMS)

ISMSISMS
• 3.1�
• 3.2�
• 3.3�

• 3.4 
– GB/T�22080�2008
– GB/T�22081�2008

–GB/T 20984-2007

– GB/T�20988�2007
– GB/Z�20985�2007



(ISMS)

GB/T�20984GB/T�20984��20072007
•
–
– Information�security�techniques� Risk�
assessment�specification�for�information�security

• GB/T�20984�2007
• L80

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• 2007�6�14�

• 2007�11�1

•
–
–

(ISMS)

GB/T�20984GB/T�20984��20072007
•
–

(ISMS)

GB/T�20984GB/T�20984��20072007
•
–
–
– 1�
– 2�
– 3�
– 4�
– 5�
– 6�
– 7�

(ISMS)

GB/T�20984GB/T�20984��20072007
•
– A��

– B��
–

(ISMS)

GB/T�20984GB/T�20984��20072007
•
– [ ]

•
– [

]
–



(ISMS)

GB/T�20984GB/T�20984��20072007
•
–

(ISMS)

GB/T�20984GB/T�20984��20072007
• 1�
– [ ]
–

–

–

(ISMS)

GB/T�20984GB/T�20984��20072007
• 2�
– [

]
• GB/T�9361
• GB�17859�1999

• GB/T�18336�2001
ISO/IEC�15408:1999 IDT

• GB/T�19716�2005
ISO/IEC�17799:2000 IDT

(ISMS)

GB/T�20984GB/T�20984��20072007
• 3�
– 3.1� asset
– 3.2� asset�value
– 3.3� availability
– 3.4� business�strategy
– 3.5� confidentiality
– 3.6� information�security�risk
– 3.7� (information�security)�
risk�assessment

– 3.8� information�system

(ISMS)

GB/T�20984GB/T�20984��20072007
• 3�
– 3.9� inspection�assessment
– 3.10� integrity
– 3.11� organization
– 3.12� residual�risk
– 3.13� self�assessment
– 3.14� security�incident
– 3.15� security�measure
– 3.16� security�requirement
– 3.17� threat
– 3.18� vulnerability

(ISMS)

GB/T�20984GB/T�20984��20072007
• 4�
– 4.1�

• [ ]



(ISMS)

GB/T�20984GB/T�20984��20072007
• 4�
– 4.2�

• [ ]

(ISMS)

GB/T�20984GB/T�20984��20072007
• 4�
– 4.2�

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• 4�
– 4.3�

• [ ]

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.1�

• [ ]

• a)�
• b)�
• c)�
• d)�
• e)�
• f)�
• g)�

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.2

• 5.2.1�
– [ ]
–

–
• 5.2.2�

– [
]

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.3�

• 5.3.1�
– [ ]
–
–

• 5.3.2�
– [ ]

–



(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.4

• 5.4.1�
– [ ]
–

–
–

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.4

• 5.4.2�
– [ ]

– “

”

– “ 10 ” “ ”

– “ ”

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.5�

• [ ]

•

•

•

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.6

• 5.6.1�
– R�(A,�T,�V) R�(L�(T,�V),�F�(Ia,�Va))�

�R
�A
�T
�V
�Ia
�Va
�L
�F

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.6

• 5.6.2�
– [ ]
–

�5

�4

�3

�2

�1

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.6

• 5.6.3
– [ ]
–

–
�
�
�
�



(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.6

• 5.6.4�
– [ ]
–

–

–

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.7�

• 5.7.1�
– [ ]

�

�

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.7�

• 5.7.2�
– [ ]

– a)�
– b)�
– c)�
– d)�
– e)�
– f)�

(ISMS)

GB/T�20984GB/T�20984��20072007
• 5�
– 5.7�

• 5.7.2�
– g)�
– h)�
– i)�
– j)�

(ISMS)

GB/T�20984GB/T�20984��20072007
• 6�
– [

]
– 6.1�
– 6.2�
– 6.3�
– 6.4�
– 6.5�
– 6.6�

(ISMS)

GB/T�20984GB/T�20984��20072007
• 6�
–



(ISMS)

GB/T�20984GB/T�20984��20072007
• 7�
– 7.1�

• [ ]

•
•

– 7.2�
• [ ]
•

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• 7�
– 7.3�

• [ ]

•

•

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• A��
– [ ]

– A.1�
– A.2�

(ISMS)

GB/T�20984GB/T�20984��20072007
• B��
– [ ]

– B.1�
•
•
•

(ISMS)

GB/T�20984GB/T�20984��20072007
• B��
– B.2�

•
–
–
–
–

•

(ISMS)

GB/T�20984GB/T�20984��20072007
• B��
– B.3

•
•
•
•
•
•



(ISMS)

ISMSISMS
• 3.1�
• 3.2�
• 3.3�

• 3.4 
– GB/T�22080�2008
– GB/T�22081�2008
– GB/T�20984�2007

–GB/T 20988-2007

– GB/Z�20985�2007
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