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For the past 20 years, signaiure AV systems protected enterprises from most attacks. However, threats today are more heawly
armed, mulfi-faceted, and can be deployed more strategically to bypass legacy protection systems.
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Most Popular Exploit Toolkits (2H 2008)

Rank 2008 (Full Year) 2008 H2 {Second Half)
1. mPack {and vanants) Cued0

2 Cute2d Adb

3 AdM mPack (and variants)

4 FiraPack Neosploi

5 Necsploit Tomado (and varanis)

Most Popular Exploits

Rank 2008 (Full Year) 2008 H2 (Second Half)

1. Microzoft MDAC ROS Detespace Microsoft MDAC ADS Dataspace
ActiveX (CVE-2006-0003) Actival {CVE-200&-0003)

2 RealPlayer IEAPCH Activall Microsoft WebViewFoidedcon Activell
[CVE-2007-5801) {CVE-2008-3730)

3 Apple QuickTime RSTF URL Intesmizt Explorer “cresteContmifznpe”

(CVE-2007-DD15)

DHTML {CVE-2005-0055)

Microeoft Web\iewFoldercon Activel. AealPlayer IERPCH Activel|

(CVE-200E-3730)

{CVE-2007-5801)

Intesmet Explorer “cresteControlAange” Appbe QuickTime BSTPURL

DHTML [CVE-2005-D055)

{CVE-2007-0015)
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Attack vs. Best Practice

Spoofed * Don'’t view emails from
Email unknown parties

) .|

d
-
%

Malicious Don'’t click on .exe, .com,
attachments .scr, etc.

Emotional Beware of random emails
appeals making big promises

URL spoofing,
obfuscation solicitations

Don't trust any

Drive-by Don't trust anything from
Malware anyone, anywhere
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* Preemptive protection
* Accurate detection

- Backed by highly-qualified
security research team

SECURITY

PERFORMANCE
+ High throughput

* Low latency
+ Guaranteed uptime

“RELIABILITY

* High availability
* Hot-swappable, redundar
hardware components

MANAGEMENT

- Scalable and flexible
central and local

'CONFIDENCE

- Industry experience
* Industry leadership

management * Industry recognition
* Reporting, analysis * Industry certifications
and alerting » Customer support

* Integration with existing
IT infrastructure

DEPLOYMENT

+ Ease of deployment
* Flexibility of deployment
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