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BEHISCFE. AR, cacti [RIVIE T EE Mysql BL? PHP F2 7 A7 — L0 10 A00d 0 A8 a4 4 13t
AT, . ENA. EHL Iy snmp BAS . o105 BIARE B EA R,
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X} E5CHR 1 BB RAT A e 2 % red SCAFIARER, red SO R/ 5E (VAR SC A (Round  Robin
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=, YEISSZI Nagios

1. 5915 2 %E nagios

(1) ZEEERT MRS 7Y, nagios Ty Bi—SLILal SC FFEAE A Beiz4T, Wl apache,
gce, glibe, gd FE%S.

# rpm -q httpd php gcc glibc glibc-common gd gd-devel

[root@localhost ~]# rpm -q httpd php gcc glibc glibc-common gd gd-dewvel
httpd-2.2.3-31.el5

php-5.1.6-23.2.el5 3

gcc-4.1.2-46.el5

glibc-2.5-42

glibc-common-2.5-42

gd-2.8.33-9.4.e15 1.1

gd-devel-2.8.33-9.4.e15 1.1 |l

#/usr/sbin/useradd -m nagios ¥SII— N4 Anagios W LLL ] #inagios
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t#passwd nagios B 'E %Y

#/usr/sbin/groupadd nagemd ¥ flinagemd H 740, HI LU idweb  GUIRIERAT SN2 il iy 2
#/usr/sbin/usermod -a -G nagcmd nagios ¥fnagios T Anagemd 41
#/usr/sbin/usermod -a -G nagcmd apache ¥4 apache )"l nagemd 4

(2) ‘%3 nagios

#mkdir ~/downloads

#cd ~/downloads

# wget http://nchc.dl.sourceforge.net/sourceforge/nagios/nagios-3.2.1.tar.gz

# wget
http://nchc.dl.sourceforge.net/sourceforge/nagiosplug/nagios-plugins-1.4.15.tar.gz
#cd ~/downloads

| G

LICEMNSE nagios-3.2.1 targz nagios-plugins-1.4.
15 targz

-

#tar xzf nagios-3.2.1.tar.gz
#cd nagios-3.2.1

= =

files-0.8.7d nagios-3.2.1 r

#./configure --with-command-group=nagcmd

#make all Yn ik

#make install %%

#make install-init  {# ] make install-init 7 /etc/rc.d/init.d ‘2235 i3 3 A<

#make install-config

#make install-commandmode {i§i[] make install-commandmode K. & H FA R

#make install-webconf % Hénagios Mweb #M

#htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin W B & filiweb
FHHITHTTP 56 F R K 5 25

#service httpd restart  J4 )] apache

(3) ‘%3 nagios—plugins
nagios—plugins & nagios T 7ML — &R T, nagios M¥EEHLThREILSLHS
S PAT IR R S
#cd ~/downloads

#tar xzf nagios-plugins-1.4.15.tar.gz
#cd nagios-plugins-1.4.15
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= E

15 nagios-plugins-1.4. ndou
15

#./configure --with-nagios-user=nagios --with-nagios-group=nagios

#make
#make install

LT, LR ST TG 2K Bl 2343 /usr/local /nagios/libexec H3E T
(4) %3 nagios—snmp-plugins

nagios—snmp—plugins f&—4EH Perl %5 (il SNMP 5 U 4% N U FRE Y o
#cd ~/downloads
#wget http://nagios. manubulon. com/nagios—snmp—plugins. 1. 1. 1. tgz

o L7 €

ugins-1.4. nagios-snmp- ndoutils-1 .«
ar.gz plugins.1.1.1 tgz

#itar xzf nagios—snmp—plugins. 1. 1. 1. tgz

#tcd nagios plugins

=

nagios_plugins nagic

= L

fic & check snmp_int. pl IXYE4EH LR A4 H] B 75 200 & cpan, CPAN J&Comprehensive
Perl Archive
Network HI4EH. . ‘©&—MEKKPerl HAFBGEZE, Wk T KEAHHKPerl Bk
(modules)
SHHKH SO X BT Per1-Net-SNMP Bk, A7 Py a7 X 22%¢:
A) JEISCPAN k2%
#iperl -MCPAN —e shell
cpan> install Net::SNMP
B) F L2
Y4B 5 Wskwww. cpan. org N E LR JLAME SR
Crypt: :DES
Digest::MD5
Digest::SHA1
Digest: :HMAC
Net: : SNMP
NS R T REAMSEHAR O R T Ty e
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#ttar zxf <module>. tar.gz <module>F /RAitR4%, HARTEFE 4¢3 AR H
#ed <module> <module>F/RBEHeAs, HAKIEHL LI 2B

fiper]l Makefile. pl

fmake test

#make install

VERE: Net::SNMP MEHAZiifE i 5 2. 2tk Net: :SNMP FahZedisebe, FRAd &

—p s
Faly
PRI
LR AU
Crypt-DES-2.05 Digest-HMAC-1.03 Digest-MD5-2.51 Digest-SHA1-2.13 Net-SNMP-v6.0.1
Crypt-DES-2.05 tar. Digest-HMAC-1.03. Digest-MD5-2.51 tar. Digest-SHA1-2.13. Net-SNMP-v6.0.1 tar.
gz targz gz targz gz

# /install.sh  $fTnagios—snmp-plugins ZREIA, AT G S be il fin 2 2%
%l /usr/local/nagios/libexec N,

(5) BEATHABBCE

#ftnagios IEARCL LR EHE, HXNIEANGED A dnagios, FHFELLFKE.

#tchkconfig ——add nagios Finagios ¥hnEIARSS

#tchkconfig nagios on WE RS B R 5

#/usr/local/nagios/bin/nagios —v /usr/local/nagios/etc/nagios.cfg il
nagios [MECE &5 LM, 765 AL Bnagios IEREHIRATT N T AL ECE (102 15 IE 6/ 75 ZEAN T
AT 1 i 2 KA A L B A

#service nagios start Jizlnagios

B R IE, WERATIF T selinux If HigqT Tl A, XK 337547 Hnagios
web FMEIN < H Pl Internet Server Error [Fl4Hi%,

#getenforce  AAHLMBAT TIRHIB, 48R A1 LR

#setenforce 0 i Xselinux &4TT T AL

HRIEANBCE T F i KA, RS JF R FFZ B E Vi /ete/sysconfig/selinux,
Fs Horp (ISELINUX= enforcing S SN SELINUX= permissive dF I RS0, 48Rkt nl Lk Ak
disableZZHselinux.

WA PIAE Kselinux BB, M TN N

#tchcon -R —t httpd sys content t /usr/local/nagios/sbin/

#tchcon -R —t httpd sys content t /usr/local/nagios/share/

2. nagios MRNCE
(1) nagios Hzx4ity

nagios H &5 LLEGEMT, 235 Fil—3Abin etc libexec sbin share var JLA™
Hax, HAPmE A Eete HE R, bin AU &nagios MMM, sbin A7
B web T :UAMIBHAT I cgl, libexec AR AHGLE, Mvar WIAFIR) 2 Log
pid SCAFSE. T SEIR IR AR HEE AT AT R LI . SRR, 5 ¥ A Enagios HE X
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—service, fEIXMservice HHRE MR GO 3 1 4 DLACHRE DL AE o

nagios MIRLE W LLEIEMIH T, etc H3 FBUIAfTobjects HIpFI—SEplE 0, 1L
Hiobjects MBI FHLE X Fnagios. cfg A& HE A & AT - fEnagios. cfg HBERT LA
fRE AL —Nefg, WnTRURE —MUE H, X HZ FIrARcefg SOt 5k

k.
Frrrrl ragin - Frrrrh
E] g g
& Cal £ HAaG
- | - J
objects cgi.cfg htpasswd.users nagios.cfg
insta - l FrrrrE FrrrrE
oLut pL & Sam &
FoutE £ Wri £ RES
Fout L3 L3
ndomod.cfg nrpe.cfg resource.cfg
Obe ject SCAFIET (1) 3044

Freerp
# con
£

& Las
commands.cfg
-9‘8‘8‘36_

£ LoC
&

defir
canta
mliss

e mibe
contactgroups.cfg
##8‘6‘6_

# PRI
2

FrEe
# Con
£

2 Las

contacts.cfg

detir
host _
servi
check

defir
mastg

alia
membee

hostgroups.cfg

F5s88
2 SWI
£

2 las

detir
host_
aliss
addre

hosts.cfg

#8882
= TER
£l

2 Las

& Las # Las
localhost.cfg printer.cfg services.cfg switch.cfg templates.cfg
Freerp Freerp
& TIN & WIN
& &
& Las & Las

timeperiods.cfg windows.cfg

(2) FME XA nagios. cfglffil &

FRE A AR L, X TIXANRAS,  FAT 75 B8 ORI I 32 B8 0 S e & S A, B
cfg_file=<file_name>

cfg_file=/usr/local/nagios/etc/objects/commands.cfg (T4 & X )

cfg_file=/usr/local/nagios/etc/objects/contacts.cfg (I 2 A M BoE o)

cfg_file=/usr/local/nagios/etc/objects/contactgroups.cfg (R MNIEATIRE R A4 & 30

cfg_file=/usr/local/nagios/etc/objects/hosts.cfg (A BItAT EMLE X0

cfg_file=/usr/local/nagios/etc/objects/hostgroups.cfg  CASINILAT FHLLH & )

cfg_file=/usr/local/nagios/etc/objects/services.cfg  CARMNILAT AR 2% & X

cfg_file=/usr/local/nagios/etc/objects/timeperiods.cfg i Ji #9152 SC3Cf4)

cfg_file=/usr/local/nagios/etc/objects/templates.cfg

# Definitions for monitoring the local (Linux) host

#cfg_file=/usr/local/nagios/etc/objects/localhost.cfg

#cfg_file=/usr/local/nagios/etc/objects/switch.cfg (14T 1] LV FEHE)

(3) FMlE X CHERIBLE

W S R B 3 I EWUBAE %SO, 7ENagios(f e 45 At sl o fA 7 IX 28 3241,
MR, A EILEI R E

[root@localhost objects]# vi hosts. cfg

define host{

host_name Me H e X ENLA
E X FEWLN 4

alias Ben]Ji
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address 192. 168. 11. 138

P EHLA TP L

check command check-host-alive #&EHI2 (iAKW E I EEEE)

check interval 5
retry interval 1
max_check attempts 5
check period 24x7
process_perf data 0

retain nonstatus information 0

AT P IR Th] ] B

AT P IR T B — B 55 2 Tx24

contact_groups sagroup WEEERAZ: HiZEHHIL TREGR, #kfEEAX A

notification interval 30
notification period 24x7
notification options d,u,r
}

define host{

host_name Hello

alias Hello baby

address 192. 168. 11. 137
check command check—host—alive
check interval 5
retry_interval 1

max_check attempts 5

check period 24x7
process_perf data 0

retain nonstatus information 0
contact groups sagroup
notification interval 30
notification period 24x7

notification options d,u,r

}

define host{

host name Windows

alias Windows Server

address 192. 168. 11. 128

check command check—host—alive
check interval 5
retry_interval 1

max_check attempts 5

check period 24x7
process_perf data 0

retain nonstatus information 0
contact groups sagroup
notification_interval 30

notification period 24x7

RiNEX. BRER/EH/AME/REX/E)
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notification options d,u,r

1

(4) ML e SRR E

X TS o LA B I R — Be iR S a2 N, 2 2 JC Bl 2 Bl e ¢, b

PRAE—/NIDCHLD; fHiNagiosEF M 55 4%, 7 AURARA A B, W] LRSS A R R, Thig.
DI AR 2 BEAT A RN A0 21, A REIS B U H

[root@localhost objects]# vi hostgroups. cfg

define hostgroup {

hostgroup name System—Admin A2, n] LIRSS 3 H 1 3

alias system Admin w44

members Me, Hello, Windows

HOH R DY FHAE S B TT, 31X B 4k 53 2 hosts.cfg s LA *“host_name”iX ™ i

}

(5) %5 e SCAF LS

Mg R E R EE R, R E R 2Ty, WS BNERERRS, #BEXA

AR, BRI SR, KB M host_name”. “service_description”%5 46 7B

[root@localhost objects]# vi services.cfg

define service {

host name Me EHLA T, hosts.cfgr iz X

service description check-host-alive Jrii#ZERE R, EAafMREHME L E X
check period 24x7 e A% P IS TR B

max_check attempts 4

normal check interval 3

retry check interval 2

contact groups sagroup

notification interval 10

notification period 24x7 PR (1) I ) Bt

notification options w,u, c,r EXPUAE ST, AR R A
check command check-host-alive 62 0 iy 2 £ command.cfg e X
}
w—H2 % (warning)

u—A %l (unkown)
c— ™3 (critical)

r— MG T LI

define service {

host_name Hello

service description check-host—alive

check period 24x7

max_check attempts 4

normal check interval 3

retry check interval 2

contact groups sagroup

notification interval 10

notification period 24x7
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notification options w,u,c, 1
check command check—host—alive

}

define service {

host_name Hello

service description check-users
check period 24x7

max_check attempts 4
normal check interval 3

retry check interval 2

contact groups sagroup
notification interval 10
notification period 24x7
notification options w,u,c, 1
check command check nrpe!check users
}

define service {

host_name Hello

service description check—load
check period 24x7

max_check attempts 4

normal check interval 3

retry check interval 2

contact groups sagroup
notification interval 10
notification period 24x7
notification options w,u,c, 1
check command check nrpe!check load
}

define service {

host_name Hello

service description check—total—procs
check period 24x7

max_check attempts 4
normal check interval 3
retry_check interval 2

contact groups sagroup
notification interval 10
notification period 24x7

notification options w,u,c, 1

check command check nrpe!check total procs

}
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define service {

host name Windows

service description Check—Memory
check period 24x7

max_check attempts 4
normal check interval 3

retry check interval 2

contact groups sagroup
notification interval 10
notification period 24x7
notification options w,u,c, 1
check command check nt!MEMUSE!-w 80 -c¢ 90
}

define service {

host_name Windows

service description Check-Disk—C
check period 24x7

max_check attempts 4
normal check interval 3

retry check interval 2

contact groups sagroup
notification interval 10
notification period 24x7
notification options w,u,c, 1
check command check nt!USEDDISKSPACE!-1 ¢ —-w 80 —c 90
}

define service {

host_name Windows
service_description Check-Disk-D
check period 24x7

max_check attempts 4
normal check interval 3
retry_check interval 2

contact groups sagroup
notification_interval 10
notification period 24x7
notification options w,u,c, 1
check command check nt!USEDDISKSPACE!-1 d -w 80 —c 90
}

(6) HER AL :

RN, BSOSO EE R T, R EIERIN ) LT,

define contact {
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»fine contact{

contact name nagiosadmin ; Short name
T ouser

use generic-contact ; Inherit
rfault values from generic-contact template (defined above)

alias Nagios Admin ; Full name
Fouser

emalil lee8ll4@qqg.com ;oS ERER
IANGE THIS TO YOUR EMAIL ADDRESS *##*#***

}
B FE A B 2 HBAR o

(7) BRARYUE A

[root@localhost objects]# vi contactgroups.cfg

ﬂefine contactgroup { =
contactgroup_name sagroup

alias system administrator group
members nagiosadmin

¥

(8) JA Bhnagioshiiss
[root@localhost objects]# service httpd restart

[root@localhost objects]# service nagios restart

[root@localhost objects]# service hitpd restart

Stopping httpd: [FAILED]
Starting httpd: [ 0K ]
[root@localhost objects]# serwvice nagios restart

Running configuration check...done.

Stopping nagios: done.

Starting nagios: done.

RZRT I ST R
/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios. cfg

D SR S SO B SR S AT AN R A, PP R IE T R )
Checkiné misc settingsl.. -

Total Warnings: @
Total Errors: c]

Things look okay - No serious problems were detected during the pre-flight check
[root@localhost ~]1# =
L ]

(9) etk
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ZEF VB AR HE: http://192. 168. 11. 138 (AHLIp) /nagios/ , WiE:

File Edit Wiew History Bookmarks Tools Help
D © @ | rwpins21e811138magios/ B~ ] G~

[ Most visited> MlRed Hat MMRed Hat Magazine MMRed Hat Network MMlRed Hat Support

|" & Authentication Required

) A username and password are being requested by http://192.168.11.138. The site says:
bl "Nagios Access"

User Name: [ nagiosadmin

l
Password: [ +++- |
]

lXCanceI] l ok

W =T ToTT

AR AL . Wi

PING OK - Packet
Me check-hostalive OK 04-18-2012 13:44:15 0d 18h 5m 2% 1/4 Ioss = OB, RTA =
0.09 ms
[ FEEREN Check-Disk-C  [GRITIOANNN 0+16-2012 13:45:15 0d 21h 11m 33 1/4 Mo rourte o hest
% Home Check-Disk-D  [SRITISAENN 04-18-2012 134315 0d 21h 13m 25 1/4 Ma route o hest
# Documentation Check-Memory [SRITIGAENN 04-18-2012 13:44:15 0d 21h 11m 25 1/4 Mo route to hest
~ Ny N 0K - load average:
Cc Nt 5 S .43
urrent Statu localhcet  Currentload — OK 04-18-2012 134330 0d 21h 40m 33  1/4 0.45, 0.63, 0.63
# Tactical Overview USERS OK -2
% Map Current Users 0K 04-158-2012 134430 1d 22h 50m 26s 1/4 users currently
logged in
HTTP OK:
g i HTTP/1.1 200 OK -
® Host( 5
ostiroup HTE  off oK 04182012 134235 0d Oh 3m 265 144 1668 bytes in 0.163
second response
time
% Service Groups PING OK - Packet

OK, Z5—HB 0 M DIRE VAL T, e i s i VU & IR S5 28 e B A70G, N IHT 2 X
R
3. i I Nagios i ¥4 Linux %% F bt

AJ LA Nagios R 55 s M 45 53 A PR AN 70«

Wil MRS, el BRSNS, WEBIRSG R IET, MysQUR%s & IE
TN, B ENLANE YT R Fo R AN BRI ST U LA R SR T
BB LRSS, W smtp. pop3. telnetZFZE, XULlsfar & 4cdh
nagios-plugins-1.4.13.tar.gzff L&A T, F¥/usr/local/nagios/libexec H 3 T .

AR NN Y, . BRI MR AR D RE . X LSRR 5K
WEAKSEnrpe T, nrpeff) TAERAGRC/SH, R TALT, Friinrpelilr, 240 2l
PSR LR R I 4, bR ARG A B RGBT, et s T, G R
feml, ¥R AE, A DA Ao, e RS TAER.

X BT I T e SRR, S nagios-plugins-1.4.13.tar.gzfinrpeff) T RE 1% —+E, Iit4
TIPS, WITT AR IR Bl SR 1, R4 Kk 2 Bk . nagios-plugins-1.4.13.tar.gzfit
ST IR R XN ARS M S 19, Wi: smtp. pop3. telnet®$%5. [MinrpefT i#E(1
VPR RePE, WAL cpu. WAFEESE.

(1) Nagios 45 Mz 25 i 1 C B

[1] %%nrpe
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[root@localhost ~]# cd /usr/local/software/nrpe

File Edit View Places Help

| - &

' nrpe-2.12 nrpe-2.12 targz

# ./configure && make all

# make install-plugin

# make install-daemon

# make install-daemon-config

# make install-xinetd

[2] M nrep

[root@localhost nrpe-2.12]# 1s

Changelog docs install-sh SECURITY
conftig.guess include LEGAL sSrc

conftig.log init-script Makefile subst
config.status dinit-script.debian Makefile.in subst.in
config.sub init-script.debian.in nrpe.spec update-version
conftigure init-script.in README

conftigure.in init-script.suse README . S5L

contrib init-script.suse.in sample-config

[root@localhost nrpe—2.12]# vi /etc/xinetd. d/nrpe

service nrpe

{

flags = REUSE
socket type = stream
port = 5666
wait = no
user = nagios
group = nagios
server = /usr/local/nagios/bin/nrpe
server_args = —c /usr/local/nagios/etc/nrpe. cfg —inetd
log on failure += USERID
disable = no
only from = 127.0.0.1 192.168.11.137 192.168. 11. 128

#fEonly from RN FE ) EHLAIPHIAE, o ia) LS BE T .
}
[3] ¥ nd

[root@localhost ~1# vi /etc/services
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# Local services

csync 2005/tcp # Cyrus IMAP Replication Daemon
psync 2005/udp # Cyrus IMAF Replication Daemon
nrpe 5666/tcp # nrpe

|

LERJEN . nrpe 5666/tcp #nrpe

[4] H3H A shXinetd 5%

[root@localhost ~]# service xinetd restart

Stopping xinetd: [ OK ]
Starting xinetd: [ OK 1]
[5] &AL S fcommands.cfg il A X nrpeff) s £

[root@localhost ~]# vi /usr/local/nagios/etc/objects/commands.cfg

AN W2

#nrpe set
define command{
command_name check_nrpe
command_line /fusr/local/nagios/libexec/check _nrpe -H SHOSTADDRESS5% -c SARG1s

¥

[6] A& nrpefff &4
[root@localhost ~]# vi /usr/local/nagios/etc/nrpe.cfg

command[check users]=/usr/local/nagios/libexec/check users -w 5 -c 10
command[check load]=/usr/local/nagios/libexec/check load -w 15,10,5 -c 30,25,20
command [check_hdal]l=/usr/local/nagios/libexec/check_disk -w 20% -c 18% -p /Sdev/h
dal

command[check zombie procs]=/usr/local/nagios/libexec/check_procs -w 5 -c 10 -s
z

command [check_total_procs]=/usr/local/nagios/libexec/check procs -w 150 -c 2008

(7] A0 fir & M 4225 ) i

[root@localhost ~]# vi /usr/local/nagios/etc/objects/services.cfg
define service {

host_name Hello

service_description check-users

check_period 24x7

max_check_attempts 4

normal_check_interval 3

retry_check_interval 2

contact_groups sagroup

notification_interval 10

notification_period 24x7

notification_options w,u,c,r

check_command check_nrpelcheck_users i & iy & W20 #4 M b A% 05
}

define service {
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host_name Hello
service_description check-load
check_period 24x7
max_check_attempts 4
normal_check_interval 3
retry_check_interval 2
contact_groups sagroup
notification_interval 10
notification_period 24x7
notification_options w,u,c,r
check_command check_nrpelcheck load
}
define service {
host_name Hello
service_description check-total-procs
check_period 24x7
max_check_attempts 4
normal_check_interval 3
retry_check_interval 2
contact_groups sagroup
notification_interval 10
notification_period 24x7
notification_options w,u,c,r
check_command check_nrpelcheck_total_procs
}

(2) Nagios W% i [ BC

[1] ¥ hinagiosf )

useradd -s /sbin/nologin nagios

[2] %Pinagiostfiffnagios—plugin

# tar zxvf nagios-plugins-1.4.13.tar.gz

# cd nagios-plugins-1.4.13 [root@prdoral nagios-plugins-1.4.13]
# ./configure --enable-redhat-pthread-workaround

# make && make install

[3] “%nrpe

1528 7 iy 22 hénrpe 5 A IR 55 i 2 2 nrpe A AH [R], - ME— AN [A) gl 2 18 axinetd.d/nrpe
[ £Eonly_from HL U ANagios k45 28 1 IPHsdk R vl

v e e B

server /usr/local/nagios/bin/nrp
server_args -c fusr/local/nagios/etc/
log on_failure += USERID

disable = no

only from 192.168.11.138

+
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(4] B E #
# chown -R nagios:nagios /usr/local/nagios

# /etc/init.d/xinetd restart
(6] #EATMR

N PING OK - Packet
ST Hello check-host-alive QK 4-18-2012 1502:00 Od Oh 44m s 1i4 loss = (PD, RTA =
0.74 ms
e OK - load average:
check-load Ok 0418-2012 1503:00 0Od Oh 43m s 14 007, 0.10, 0.09
check- - PROCS OK: 133
BT oK 04182012 1501:00 Od Oh 42m s 14 .
USERSCK -2
check-users Ok 04-18-2012 1502:00 Od Oh 44m 3s 1i4 usars currently
logged in

4, fiifHNagios WitEWindows %% iiij
(1) Nagios k55 A8 lc &

X EjNagios i 4% i 5w AN T ZAT A e BL e, 75 29 5 hosts.cfg fliservices.cfg R i]

[root@localhost objects]# vi hosts. cfg

define host{

host_name Windows

alias Windows Server

address 192.168. 11. 128

check command check—host—alive

check interval 5

retry interval 1

max_check attempts 5

check period 24x7

process_perf data 0

retain nonstatus information 0

contact_groups sagroup

notification interval 30

notification period 24x7

notification options d,u, r

}

[root@localhost objects]# vi services.cfg

define service {

host name Windows

service_description Check—Memory

check period 24x7

max_check attempts 4

normal check interval 3

retry_check interval 2

contact groups sagroup

notification interval 10

notification period 24x7

notification options w,u,c,r

HNEXR. RIERL/ L /IE/ BB/ 1E)
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check_command check nt!MEMUSE!-w 80 —c 90
}
define service {
host_name Windows
service description Check-Disk—C
check period 24x7
max_check attempts 4
normal check interval 3
retry _check interval 2
contact_groups sagroup
notification interval 10
notification period 24x7
notification options w,u,c,r
check command check nt!USEDDISKSPACE!-1 ¢ —w 80 —c 90
}
define service {
host name Windows
service description Check-Disk-D
check period 24x7
max_check attempts 4
normal check interval 3
retry _check interval 2
contact_groups sagroup
notification_interval 10
notification period 24x7
notification options w,u,c,r
check command check nt!USEDDISKSPACE!-1 d —w 80 —c 90
}

(2) Nagios #7755 v ¥ Pic
‘% HENSClient++

-l A

T i HSClientt+t (Wind2)

NSClient+ + Configuration
ld configuration was nok Found!

Allowed hosts: (Ehis is the IP of the nagios {(or okher) server)
|192.168.11.138

MSClienk password {only used wia check_nk):

Modules ko load:

I+ Enable common check plugins

I+ Enable nsclient server {check_nk)

I Enable MRPE server (check_nrpe)

I+ Enable MSCA cient (dont enable unless you really use NSCH)
v Enable Wl checks:

EBack I Mexk I Zancel
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— | fiif BSClient++ (¥in32) Setup

T
Setup Wizard

Click the Finish button to exit the Setup Wizard,

(3) ﬁm)ﬂJ ik

Windows — Check-Disk-C DK 04182012 15:31:34 0d Oh 3m 568 1/4

Check-Disk-D  UNKNOWN  04-15-2012 15:31:33 0d Oh 3m 57s 1/4

Check-Memory 0K 04182012 15:31:33 0d Oh 3m 57s 1/4

VR4 ECacat i
(1) BEBGEPHPY &

- wsdl_cac hr= di r-"ftmp"

—rm e mmmm e —— _— - o ———————— an—— -

r--

; instead of original one.
BBEE.sd1 cache tt1-86400
Extension dir=usr/lib/php/modules
; Local Variables:

; tab-width: 4

End:

o] ]

Completed the MNSClient++ (Win32)

[T Become a Fan today by DOMATING ko the project

o - total: 22 46 Ghb -
usad: 303 Gb
(13%) - free 19.43
Gh (B7%)

Free disk space :
Invalid drive
Memory usage:
total:1 235.67 Mb -
usad: 236.22 Mb
(1506) - free: 999.45
Mb (B1%)

T T R

; (time to live) Sets the number of second while cached Tile will be

"fetc/php.ini" 1221L, 45109C

= —— 1IE== ar
(2) WIUEALHC B mysql & 37 cacti® i 25 -2 AL
Mysqgladmin  -u  root password  redhat

Mysqgl -u root -p

N ARG B ) %Y, 5K mysql

mysql> create database cacti;

Query OK, 1 row affected (0.01 sec)

mysql> grant all on cacti.* to cacti@localhost identified by 'cacti’;
Query OK, 0 rows affected (0.00 sec)

mysql> flush privileges;

Query OK, 0 rows affected (0.00 sec

HIXEX. FIERl/ e /008 R E /15
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(3) “Z%&rrdtool 1. H
2 rrdtool, rrdtool ANFEE @I yum 43, nLAJIADag RPM Repository LA
fFikyum figdkFrrdtool.
#wget
http://dag.wieers.com/rpm/packages/rpmforge-release/rpmforge-release-0.3.6-1.el5.
rf.i386.rpm
#rpm -Uvh rpmforge-release-0.3.6-1.el5.rf.i386.rpm
#yum install rrdtool
(4) %% cacti FFEFFE
[root@localhost ~]# cd ~/downloads
[root@localhost downloads]# 1s
cacti-0.8.7d.tar.gz nagios-snmp-plugins.l.1.1.tgz

cacti-plugin-0.8.7d-PA-v2.4.diff ndoutils-1.4b7
cacti-plugin-0.8.7d-PA-v2.4.zip ndoutils-1.4b7.tar.gz

files-0.8.7d npc-2.0.3.tar.gz

LICENSE pa.sqgl

nagios-3.2.1 Perl

nagios-3.2.1.tar.gz php-json-ext-1.2.0

nagios_plugins php-json-ext-1.2.0.tar.bz2
nagios-plugins-1.4.15 Readme. txt

nagioE—pluginE-l.d.15.tar.gz- rpmforge-release-0.3.6-1.el5.rT.1386.rpm

Tar —zxvf  cacti-0.8.7d.tar.gz

Mv cacti-0.8.7d  /var/www/html/cacti

Useradd  cacti

Chown-—R cacti.cacti  /var/www/html/cacti

(5) WitE apache: EMIMuGHR H %4 /var/www/html/cactio

vi /etc/httpd/conf/httpd.conf
dev/nullfault, all requests are taken from this directo
# symbolic links and aliases may be used to point to ot

#
DocumentRoot "/var/www/html/cacti"”

#
# Each directory to which Apache has access can be conf.

&4 apache 15 714 index.php

NSy LLu LT (SR P N ] L= N S IS FIWLLLVYVALTWD W LLWIL LU we usTu W
# same purpose, but it is much slower.
#

DirectoryIndex index.php index.html index.html.var

#
# AccessFileName: The name of the file to look for in each di

(6) B cacti EREFEHN sql T AL A
Cd /var/www/html/cacti
mysql-u root -p cacti<cacti.sql
(7) FE mysql £S5
vim /var/www/html/cacti/include/config.php
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F* make sure these values refect your actual database,

gdatabase type = "mysql";
$database default = "cacti";
tdatabase hostname = "localhost";
sdatabase username = "cacti";
$database password = "cacti";
$database port = "33086";

$plugins = array();
splugins[]="npc";

f*¥ Default session name - Session name must contain &
#icactl session name = "Cacti";

=

(8) vim /var/www/html/cacti/include/global.php

/% Default database settings®*/f

database_type = "mysql";
database default = "cacti";
database hostname = "localhost";
database username = "cacti";
database password = "cacti”;
database port = "3306";

/* Default session name - Session name must contain alpha ch
cacti session name = "Cacti";

splugins = array();
S/splugins[]="npc’';
//splugins[] = 'thold’;

¥ Do not edit this line */
Sconfig = array();

(9) cacti-plugin & S 4 T 2234

[root@localhost downloads]# 1s

cacti-f.8.7d.tar.gz nagios-snmp-plugins.1.1.1.tgz
cacti-plugin-0.8.7d-PA-v2.4.diff ndoutils-1.4b7
cacti-plugin-0.8.7d-PA-v2.4.zip ndoutils-1.4b7.tar.gz

files-0.8.7d npc-2.0.3.tar.gz

LICENSE pa.sql

nagios-3.2.1 Perl

nagios-3.2.1.tar.gz php-json-ext-1.2.0

nagios_plugins php-json-ext-1.2.0.tar.bz2
nagios-plugins-1.4.15 Readme. txt

nagios-plugins-1.4.15.tar.gz rpmforge-release-0.3.6-1.el5,.rf.1386. rpm

[root@localhost downloads]# I
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Tar —zxvf cacti-plugin-0.8.7d-PA-v2.4.zip
cd /usr/local/cacti-plugin-arch
cp  pa.sql /var/www/html/cacti/
cd files-0.8.7d
cp -rf * Jvar/www/html/cacti/
(10) Crontab -e
*/1* * * * Jusr/bin/php /var/www/html/cacti/poller.php&> /dev/null

= root@localhost:~/downloads

Eile Edit View Terminal Tabs Help
®f1 * * * * Jusr/bin/php Svarfwww/html/cacti/poller.phpés /fdev/null

(11) Cacti ) web ¥J4h1L
I Vi 28465 A http://yourserverip/cacti B EL U1~ 5L :

Cacti Installation Guide

Thanks for taking the time to download and install cachi, the complete
graphing solution for your network. Before you can start making cool graphs,
there are a few pieces of data that cacti needs to know.

Make sure you have read and followed the required steps needed to install
cacti before continuing. Install information can be found for Unix and Win22-
based operating systems.

Also, if this is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GNU General Public License, you must agree to its
provisions before continuing:

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either wersion 2 of the License, or (at
your option) any later wersion.

This program i3 distributed in the hope that it will be useful, but
WITHOUT ANY WABBANTY; without ewven the implied warranty of
MERCHANTABILITY or FITNESS FOE A PARTICULRR PURPOSE. See the GNU

General Public License for more details.

i Next
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Cacti Installation Guide

Please select the type of installation
Mew Install |E|

The following information has been determined from Cacti's configuration file.
If it is not correct, please edit 'include/config.php’ before continuing.

Database User: cacti

Database Hostname: localhost
Database: cacti

Server Operating System Type: unix

i Next

LR R R e R R o A

[OK: FILE FOUND]

[FOUND] snmpbulkwalk Binary Path: The path to yvour snmpbulkwalk
binary.

fusr/bin/snmpbulkwalk
[OK: FILE FOUND]

[FOUND] snmpgetnext Binary Path: The path to vour snmpgetnext binary.
fusr/bin/snmpgetnext
[OK: FILE FOUND]

[FOUND] Cacti Log File Path: The path to yvour Cacti log file.
fusrflocal/apache/htdocs/log/cacti.log
[OK: FILE FOUND]

SNMP Utility Version: The type of SNMP you have installed. Required if vou
are using SMMP v2c or don't have embedded SNMP support in PHP.

NET-SNMP 5.x | = |

RRDTool Utility Version: The version of RRDTool that you have installed.
RRDTool 14 x|~ |

NOTE: Once you click "Finish”, all of your settings will be saved and your
database will be upgraded if this is an upgrade. You can change any of the
settings on this screen at a later time by going to "Cacti Settings” from within

Cacti.

#iili Finish, 2235580,
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Uer Login

Please enter your Cacti user name and password below:

User Name: |
Password:

| |
BRI 24 Fgs iy

User : admin  password : admin

i SO A AU R -

User Login

***% Forced Password Change ***

Please enter a new password for cacti:

Password:

Confirm:

YNNG IR o E1ET
2P, , cacti ZCAENCE SEA, HILAR AL

__'--..‘ 4 = —--..h\
console graphs

Logged in as admin (Logouf)

You are now logged into Cacti. You can follow these basic steps to get started. Version 0.8.7d

[s]
=]
3
i |
m

new Graph d
itz * Create devices for network

® Create graphs for your new devices

Graph Management ®* View your new graphs

Graph Trees
Cak Sources
DCevices
Collection Methods
Cat Queriss
;I_n put Methods

Sraph Templaks

Heel Templakes

Cata Templaes

Impor Temnlaks

Done

T

fiv %4 Cacti F nagios
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(1) %% ndoutils

ndoutils J& ¥ Nagios FIHC & A 205 EAAfE 2 EE E B, NPC JE L ndo FrA7 it 1)
HHi KD Nagios (15 K. ndoutils F5 2] % mysql i) mysql-1ib Jz mysql-inc, PRIBLTFT
Bz dé mysql-devel .

#tyum -y install mysql-devel ‘“Zimysql FFAALLA%iEndoutils

fwget
http://nche. dl. sourceforge. net/sourceforge/nagios/ndoutils—1. 4b7. tar. gz

#itar zxvf ndoutils—1.4b7. tar. gz

#cd ndoutils

#. /configure —prefix=/usr/local/nagios LDFLAGS=-L/usr/1lib

—with-mysql-inc=/usr/include/mysql —with-mysql-1ib=/usr/lib/mysql

——enable—mysql ——disable-pgsql —with—ndo2db—user=nagios

——with—ndo2db—group=nagios

#make

#make install //Sbdn4n] A HHAT

#. /db/installdb —ucacti —-pcacti —h localhost —d cacti

#tcp config/ndomod. cfg /usr/local/nagios/etc

(2) fBMinagios FME M

#vi /usr/local/nagios/etc/nagios. cfg

check_external_commands=1

command_check_interval=-1

event_broker options=-1

broker_module=/usr/local/nagios/bin/ndomod.o config file=/usr/local/nagios/etc/ndomod.cfg
process_performance_data=1

log_file=/usr/local/nagios/var/nagios.log

NI S
#cd ~/downloads
#cd ndoutils—1.4b7/src
#cp ndomod—3x. 0 ndo2db-3x log2ndo file2sock /usr/local/nagios/bin
fed ..
#tcp src/ndo2db—3x /usr/local/nagios/bin/ndo2db
#mv /usr/local/nagios/bin/ndomod-3x. 0 /usr/local/nagios/bin/ndomod. o
#tcp config/ndo2db. cfg /usr/local/nagios/etc
& BC & SCE ndoemd. cfg Fil ndo2db. cfg, X FAIHCE SCHEN N
[root@localhost srcl# cat /usr/local/nagios/etc/ndomod. cfg |grep —v ~ "# |sed
/"$/d

Lt L L LU G LI L LU LD T L SRR L L A raes e h
[root@localhost src]l# cat sfusr/locals/naglos/etc/ndomod.cfg |grep -v "7#'|sed /"s/d
instance_name=default

output_type=tcpsocket

output=localhost

tcp port=5668

output buTfer items=5080

buffer_file=/usr/local/nagios/var/ndomod. tmp

Tile_rotation_interwval=14480

file_rotation_timeout=60

reconnect_interval=15

reconnect warning interwval=15

data processing options=-1

config_output_options=2

[root@localhost srcl# cat /usr/local/nagios/etc/ndo2db. cfg |grep —v ~ "# |sed

RiNEX. BRER/EH/AME/REX/E)
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/"$/d

[root@localhost srcl# cat /usr/local/nagios/etc/ndo2db.cfg |grep -v '""#'|sed /"%/d
ndo2db_user=nagios

ndo2db_group=nagios

socket_type=tcp
socket_name=/usr/local/nagios/var/ndo.sock
tcp_port=5668

db_servertype=mysqgl

db_host=localhost

db_port=3306

db_name=cacti

db_user=cacti

db_pass=cacti

db_prefix=npc_

max_timedevents age=1448
max_systemcommands age=10080
max_servicechecks_age=108080
max_hostchecks_age=10080
max_eventhandlers_age=44640
debug_level=0

debug verbosity=1

debug file=@localstatedir@/ndo2db.debug
max_debug fTile s5ize=1000000
[root@localhost src]#

[root@localhost srcl#

#/usr/local/nagios/bin/ndo2db -c /usr/local/nagios/etc/ndo2db.cfg )& 3l

ndo2db
(3) %3¢ php-json

npc JEZREEHE] json, FFEAE php H 23 php—json HISCHF.

#tcd ~/downloads

#wget http://www. aurore. net/projects/php—json/php—json—ext—1. 2. 0. tar. bz2

#itar xvjf php—json—ext—1.2.0. tar. bz2

#tcd php—json—ext—1.2.0

#phpize G PEHT M)A php IR
#. /configure
#make

#make install
#vi /etc/php. d/json. ini
extension=php_json. so
#tep /usr/lib/php/modules/ json. so /usr/lib/php/modules/php json.so  iX—FI%
IRCHE, P4, apache 150 HEHRAT N4 A Rlphp json. so 301,
#/usr/sbin/httpd -k graceful i J5apache
(4)  Z%&Enpe
[root@localhost downloads]# tar —zxvf npc—2.0. 3. tar. gz
#mv npc /var/www/html/cacti/plugins/
(5)  Frcactifdi & HAL ) SQLT A cactifidhs 4
Cd /var/www/html/cacti
Mysql—-u root —p cacti<pa.sql
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host. php.rej
[ohe ] 2
K

logout.php

e

/ag]

(6) 3% WEB TLIHIBCE NPC
Ja FHcacti BIFGE-EhEE, Lladmin " & fficacti, fFconsole Fffjuser management
Xfadmin [P ATk, 2J3E Plugin Management, #&J5 I BE A0 2 28 30 0

FNPC HW],

host _templates php

== Tm=

pa.sqgl
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Realm permissions control which sections of Cacti this user will have access to.

Realm Permissions

Cat Inpui

User Administration

Update Data Sources
Updake Graph Trees
Update Graphs
Wiew Sraphs
Console Access
Updake Round Robin Archives
Updatke Graph Tem plaes
Updake Data Templaes

Updake Host Templaks
Cala Queries

Updake CODEFs
Glokal Sefiings

Exporl Daia

Impor Cata

Plugin Management
MNPC

NPC Global Commands

4’ User Management’ HHi%&+% admin’, £ NI’ Realm Permissions’ #H44i% Plugin
Management’ o XK A< B Plugin Management’ 3%, #2254 uninstalled’ mrigeds
npc, RJG7E intalled’ Henable npc.

REITR T ENETE

=r

=

nagement

mﬁ |

Methods

EER'&I

LU 1 e dtlimi | Lo

Plugin Management

Version:

Directory:
Version:
Author:
Home Page:

Status:

cios
Nagios plugin for Cacti

0.8.7d Version: 2.4

npo

2.0.3

Eilly Gunn

htip:ifiracz .assembla.com/npc
Active

Inztall | Uninstall | Enable |
Disahble | Check

SRIGLEIRI Eadmin (Y’ Realm Permissions’ 2L use npe’ , 0S¥ Ak il e ik

|

PEAEEAIE: H b ik Fesettings, smiiinpe PR
iRemote Commands
Nagios Command File Path:

/usr/local/nagios/var/rw/nagios. cmd

XN AF R Bnagios Jaa e, ARYE SR I B H>
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Nagios URL: [url]http://yourserver/nagios/[/url]
RAEEE AT L T o /var/www/html/cacti

| General || Paths || Poller || GraphExport || Visual ||  Authentication || NPC |

Cacti Settings ( NPC )

General Settings

Remote Commands
Allow commands o be writien 1o the Magios command file. Remoie Commands

Nagios Command File Path . .

The path 1o the Magice command file (nagice.cmd). [;usrﬂccalmagmsmar!r\n:m.agms.cmd ]
Magios URL

The full URL 1o your Magios insiallation [http:H192.168.11.138magi05f ]
{htip:ffnagics. com pany .com/nag ice’)

Date Format

-

Select the formai you wani for displaying dakes. 2007-12-27 ~
Time Format 2307 —
Select the formal you wani for displaying fimes. . hd
|60

Portlet Refresh Rate
The amouni of fime in seconds o wail before the porilets
refresh. The minimum is 30 seconds.

miinpeBEAT IR :

[ cnns;i:\_ graphs

Logged in as admin {Logoui)

Conzole -> MPC

Host Service Diowen Unreacha Pending Critical Warnini Unknow Pendin

Checks Checks - o “ 0 - ] ] n 0

Magios Motificatio

| = Monitoring

Pl Fartiets

= Hosts

“Hosts Service Problems T ¥ B [ Host Problems el

[ Host Problems

T Hostgroup Cverview HOST Serv Sta Plugin Output ADEI Sta: Plugin Output

s Hellt chee @ CRITICAL - Host =] | eio @ CRITICAL - Host Unreachable
= Senvices host- Unreachable H (152.168.11.137)

= : 192 168.11.137

FlServices t ) | | Windov o CRITICAL - Host Unreachable

[ Service Problems Hellt chec 0 Connection refused or I~ (192.168.11.128)

2, AT

mgh GBI A Y], nagiosflcact G CAHEARTE M. TEXANEFE Y s 2]
TARZ A8, A g AN/ B 1) 25 BHE AR I TA], XA e B S 1inux AR
I AN, AH SRR PRI L ) {3 i R 2 A ey 31 TAR 2400, A CRIRe g3 142
T, IXAFEREBR AR . X Tcactiflinagios A H IR 2 NP INRERA LI, BUAE H A
TR LB IR 2% A L CPUSE (M) I 5 DI RE 704 T ORI IS TR] F s R 2L L i, BRI M2 Hiinagios
Mcacti®EG 2 G H ThRE.
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