Monitoring AIX With Nagios Nagios’
The Industry Standard in IT Infrastructure Monitoring

Purpose

This document describes how to monitor AIX servers using Nagios. The instructions were contributed by Joshua Whitaker, who
successfully configured Nagios to monitor AIX 5.3 servers. Thanks Joshua!

Overview

These instructions cover how to install and use pre-compiled binaries to monitor AIX 5.3 using NRPE.

Download Pre-Compiled Binaries
You will need to download two packages of pre-compiled binaries to your AlX server.
First download the pre-compiled Nagios plugin binaries for AIX 5.3 from the following URL:

http://exchange.nagios.org/hostedfiles/AlX/aix53_nrpe-nsca-plugins.tgz

Next download the pre-compiled NRPE binaries from the following URL:

http://www.guntram.de/nagios/AIX-5.3-nrpe-2.12-binaries.tar.gz

Create Directories
Login to your AlX server as the root user and run the following commands:

cd /usr/local
mkdir nagios

Unpack Binaries

Next unpack the pre-compiled plugins and place the extracted files into the /usr/local/nagios directory using commands similar to the
following:

cd /tmp

tar xzf /path/to/aix53 nrpe-nsca-plugins.tgz
cd /tmp/nagios

cp -R * /usr/local/nagios

Next, unpack the prec-ompiled NRPE binaries using commands similar to the following:

cd /tmp

tar xzf /path/to/AIX-5.3-nrpe-2.12-binaries.tar.gz

cp usr/local/nagios/bin/nrpe /usr/local/nagios/bin

cp usr/local/nagios/etc/nrpe.cfg /usr/local/nagios/etc
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Create Nagios User And Group
Next, create a Nagios user and group on the AlX server.
Use the following command to create a new group:
mkgroup nagios
Make a home directory for a Nagios user using the following command:

cd /users/
mkdir nagios

Next, open up smitty and add a new user with the name
nagios. Launch smitty with the following command:

smitty user

Once smitty openes, select Add a user, and use the
following settings:

* User NAME = nagios

*  Primary Group = users

*  Group SET = users,nagios

e HOME directory = /lusers/nagios

Set Permissions

Change folder permissions so NRPE will operate properly, with the following command:
chown -R nagios.nagios /usr/local/nagios

Verify the permissions on the directory using the following commands:

chown /usr/local/nagios

1ls -1
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Specify NRPE Port Number

Next, edit the /etc/services file to add a port number for NRPE.
To edit the file, use the following command:

vi /etc/services
Add a line to the file that looks exactly like this:

nrpe 5666/tcp #nrpe

Save the file.

Configure NRPE

Next, you'll need to modify the NRPE configuration file to include any command definitions that should be used for monitoring. The
following command definitions provide an example of what can be added to the NRPE configuration.

command [check users]=/usr/local/nagios/libexec/check users -w 5 -c 10

command [check load]=/usr/local/nagios/libexec/check load -w 15,10,5 -c 30,25,20
command [check zombie procs]=/usr/local/nagios/libexec/check procs -w 5 -c 10 -s Z
command [check total procs]=/usr/local/nagios/libexec/check procs -w 150 -c 200
command [check aix ram]=/usr/local/nagios/libexec/check aix ram 80 100

command [check aix home]=/usr/local/nagios/libexec/check disk -w 90 -c 95 -p /home
command [check aix root]=/usr/local/nagios/libexec/check disk -w 90 -c 95 -p /
command [check _aix var]=/usr/local/nagios/libexec/check disk -w 90 -c 95 -p /var
command [check _aix usr]=/usr/local/nagios/libexec/check disk -w 90 -c 95 -p /usr

Important: The names of commands that you define in your NRPE config file are used later when you configure Nagios to monitor the
AlX server. If you change command names or add additional commands to the configuration file, you'll need to modify the Nagios
configuration covered later in this document.
Configure NRPE For Automatic Startup
Next, configure NRPE to automatically start when the AIX server reboots. To do this, use the following command:
nohup /usr/local/nagios/bin/nrpe -c /usr/local/nagios/etc -n -d
You should get this reponse:
Sending nohup output to nohup.out.
Note: The -n flag specifies that the NRPE server should run without SSL support. This reduces security of the NRPE daemon, but

dramatically increases performance under heavy server load and may be okay if your server is on an internal network protected by a
firewall.

Start NRPE

Start NRPE using the following command:

/usr/local/nagios/bin/nrpe -c /usr/local/nagion/etc/nrpe.cfg -n —-d
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Test Your NRPE Configuration

Nagios’

Test your AlX server to see if NRPE is running properly. To do this, use the following command:

ps —ef | grep nrpe
You should see something that looks like this:

nagios

111345 43675 /usr/local/nagios/bin/nrpe -c

/usr/local/nagios/etc/nrpe.cfg -n -d

Note: The output you see may differ slightly, as the PID number will be different on your system.

Important: If you don't see any output when running the above command, it means something is wrong with your setup! This may be
related to problems in your NRPE configuration file (/usr/local/nagios/etc/nrpe.cfg).

Nagios Configuration

Once you are finished installing and configuring NRPE on the AIX server, you'll need to modify the monitoring configuration on your

Nagios server.

The process for configuring your monitoring setup is determined by whether you are using Nagios Xl or Nagios Core.

Nagios Xl Setup

If you are using Nagios Xl, you can use the NRPE monitoring wizard
to configure monitoring of your server.

When you run the NRPE configuration wizard, simply enter the IP
address of your server and select AIX as your operating system.

The NRPE wizard allows you to specify which NRPE commands
should be executed and monitored and what display name (service
description) should be associated with each command.

The commands you enter in the wizard must correspond to the
command names that you defined in the NRPE configuration file on
your AlX server.

NRPE Monitoring Wizard - Step 2

Server Information

IF add :
ress |192.168.5.54
The IP address or FQDNS name of the server you'd like to monitor,
Operating System: IAlX j
The operating systern running on the server you'd like to monitor,
Back | I et |

NRPE Monitoring Wizard - Step 3

Linux Server Details

1P Address: [is2.168584

Operating System: N

ALY

192.168.5.84-aix

The name you'd like to have associated with this Linux server,

Host Name:

Server Metrics

Specify which services you'd like to monitor for the server,

[ Ping

Monitars the server with an ICMP "ping”. Useful for watching netwark latency and general uptire.

NRPE Commands

Specify any remote NRPE commands that should be monitored on the server, Multiple command arguments should be separated with a
space.
Remote NRPE Command

Command Args Display Name

" [eheck_users [Current Users

[Current Load

¥ [check total_procs [Total Processes

I
® [eheck_toad [
[
[

| [
Back | _Hext
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Once you complete the wizard, Nagios XI will start
monitoring the AIX server. The screenshot to the right

shows an example of what the status screen looks like once

monitoring is up and running.

Nagios Core Setup

Service Status
Host: 192,168.5.84-aix

Leal Updaled: 2011-07-15 16:26: 18

Showing 1-4 of 4 total records

Host I Serice
182 WEESEA-E\w CurrentLoad Ok 2mdds
CurentUsers [0k
Fing ok
Total Processes YWamning

Bm&7s
11m 365
Brm 435

.. Host Status Summary

Up Down Unreachable Pending
1 0

Unhandled Problems all
o o

Status | Duration [ Attempt { LastCheck
14 2011-07-1516:28:04 | OK- load average: 4 32, 3.69, 3.50

Nagios’

__. Service Status Summary
Ok Warning Unknown Critical Pending
El ]

Unhandled Problems all
1 1 1 4
Leal Updaled: 2011-07-15 16:26: 18

Search Go
Status Information bs

14 2011-07-1516:28:04 | USERS OK - 2 users currently logged in
s 2011-07-1916:28:05 | OK- 192.168.5.84: ta 0.017ms, 1051 0%
fitls) 2011-07-16 16:28:05 | PROCEWARNIMNG: 172 processes

H 4 pageft of1 [100PerPage =] ao | M

Last Upaat=a: 2041-D7-15 18:25:13

If you're using Nagios Core, you'll need to manually edit one or more configuration files to configure monitoring.

A command definition like the following needs to be setup in one of your object configuration files:

define command{
command name
command line

}

check nrpe
$USER1S$/check nrpe -H $SHOSTADDRESSS -c $ARGLS

Next, you'll need to configure host and service definitions for monitoring the AIX server. The following definitions provide examples of
how to configure monitoring of an AIX server with multiple monitored services. These definitions should be modified to fit your setup
and placed in an object configuration file that Nagios Core processes.

define host{

use
host name aixbox
address
}
define service({
use
host name
service description
check command
}
define service({
use
host name
service description
check command
}
define service({
use
host name
service description
check command
}
define service({
use
host name
service description
check command
}
define service({

use

host name

service description
check command

}

linux-server

192.168.5.24

generic-service
aixbox

CPU LOAD

check nrpe!check load

generic-service

aixbox

RAM USAGE

check nrpe!check aix ram

generic-service

aixbox

Home Directory Free Space
check nrpe!check _aix home

generic-service

aixbox

Root Directory Free Space
check _nrpe!check_aix_ root

generic-service

aixbox

Var Directory Free Space
check nrpe!check aix var
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define service(

use generic-service

host name aixbox

service description Usr Directory Free Space
check command check_nrpe!check_aix usr

}

Once you're done editing the Nagios Core configuration files, don't forget to restart Nagios Core using the following command:

service nagios restart

Finishing Up

That it! If you followed all the steps in these instructions, you should have basic monitoring of AIX working.
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