RUREE R N




- YY$E89519382
- SRMNRLE/\S%¥
o ITILGIRCIEMSEHE
- SERITSIERTE !

ITILSE$E1R iR, SLRITARSEEXRITNINAZ



http://www.itilxf.com/
http://www.itilxf.com/

REFEITILXF_ (E2HE THEH)SEERwww.itiixf.comBert XARSS

http://www.itilxf.com/thread-32695-1-1.html
A S PRI TEIRANR ? SUFE e !

http://www.itilxf.com/thread-33143-1-1.htm|

http://www.itilxf.com/thread-33143-1-1.html

ML ICIEEERNSEANITIRESESEEG WK , B2010F KA ILASRIAERH AT LATILARERN S 2 A

RZEECEERRE 5%t , BRI AEICIZAREEK20000A , 1600024iE#) 22 , 800022 QQEK |
600002 5&Mh+ , 100002 ot FEVEIE R SLHER, [TILCERCIRESMIRERT KMNANERESE LT ,
BIREENITIRSERYZEZRMEN NG|, ATIRSEELHREIRITEMANSIE | AITIRSER W FIRE

ATRAYEA.

=AN1T, »BERHIT. TUEERIE, CRITRSEBXITIIN =


http://www.itilxf.com/
http://www.itilxf.com/
http://www.itilxf.com/
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-32695-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html
http://www.itilxf.com/thread-33143-1-1.html

iBlREEwlEE B SE e

F5 NEGlE : http://www.itilxf.com/thread-35921-1-1.html



RURER TR s

> i S AR AN R A R B AE 4 R T R A A
#4715 19 2 3B Kot B — 12 8 4 4 HAT R R AR
AL (X R
> AR, ot XMHREBLMIT AT . R
%7 . w7 3 AR o
> AL AR, 4ot 5 A% B L HITHE A 6 R
> BB, 4ot HIEE PRKNE I L ORE.




‘vZ‘ l‘;] é::. %J *gu ﬁ\& iq

w‘fajéﬁ%ﬂ’fid(
\ ‘wrﬂd 4R 5



= e - PN
15 8. % 265 12 K AF 1% 3 £ F T #1458 R IE Ao 1T 5% 75 1] F /5
B R ENEBERRGEK o .. EHFHEGARAFAZ &
FHK HELEEGEFG

> g ] ARA] 4Rt MARAE AT 0B 6 15 Hr 45 56

bR BEAERR (4ot KR, WA KR AL RR) AT AERG
Fi, AabhRABAEAABA, AXAF M2, LAZKA—Z
A 2 A B QA2 A 15 AT 2o

B AR A A # L fanfox7405@163.com




o ) 15wl 1 AF K

> AERGE: AELGEHRRGEA. #E. Bk HELLUARMALEAE
> bk AP At 4R R G A
> ok B Pt 4R B 6 IRk A

> A B, mEMHfTAHK

It is critical that security professionals understand all of ’/
the possible ways these principles can be provided and
circumvented.
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)\l ( Authentication )
> AE ) AT X
> #utail 9 A R (something a person knows)
P AR 3E Fo i Bt AT AR
> btk A 49429 (something a person has)
> AR 4B FT A AR AT AR
> 4zt & % ANAC (something a person is)
> AR 1R H5 AE AT AR

BAH 658 & NALF R & F 65 NAD?
The conceptual question is, “Who is this person?”
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Swenson. | 65,000 | 6pm-2am

J
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Harris, Work
D history | Sam-5pm
Torkelson, Work
T history | SPM-2am
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J history am-2pm
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User Filel File2 File3
Diane Read and execute Read, write, and execute No access
Katie Read and execute Read No access
Chrissy Read, write, and execute Read and execute Read

John Read and execute No access Read and write
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T 4 7 il (extensible protocol) -

RADIUS;
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HTML: #8 x Ad72& 5
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B4 54 4E (characteristic) # 4 £ #4250 % & q 4% ;

ﬂiﬁffk#i%é‘%ﬁs&noﬂ‘lz, ivzi—ﬁ-@@%oﬁ‘lziﬁ\i@‘mﬁ (life
sign) £ 4., #4& & PikshA = d s (match point) o £4¢42 e % 4
# 4 (template) &, BERGH AL HRs 4 HhOREED, x—if
#2 45 4k A iz A (enrollment) , shit#2 — A8 46 012 544,

4 25 KT A FAE, 4 kA E o d (positive matching) H—
st — & & (one-to-one matching), H % #+=%|, LA A <&
(negative matching) =K —zt % = & (on-to-many matching) ;

ArEsRiTH w5 AN, 4 %A ks F A6k et 170,

AB/MNEEEHHAEE PGS T i, FIRIECRLE A ZAE K
Gmn s R, shidf F 64044
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= 4] 2B F ( Biometric Traits )

> dRBAANRZEGEMAFA (genotypic) HIE, e
» & =& (facial geometry) ;
» F# (hand geometry) ;
» DNA%% 42 (DNA patterns) ;

> HAILELFNR ARG EAMAY (randotypic) #4E, 4e:
» 15« (fingerprints) ;
> 1 fd 4 42 (iris patterns) ;
> F 3 @ % 4542 (hand-vein patterns);

b At R g Feu| %A X% (behavioral) #fx, e
> %% %% 4% (signature dynamics) ;
> F42 4 42 (keyboard typing patterns) -
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> ATAERA BB RBAAREE AP G442 0%
(false rejection rate, FRR) , ik #: A& 4442 (type |
error) =x4%+% % = (false negative) ;

> AT EAFPHBELRBAARSE AP 42H 2% (false
acceptance rate, FAR) , 44 A& 4<% (type Il error)
44 +2 % = (false positive) ;

RIS SR RD Y E L DY B
AN R R A AR A R L4442 & (crossover error rate,
CER) , ik %k #A4a % 442 £ (equal error rate, EER) ,
CRET AW AL 4ABRGOETES 4

> %GRk EA A P G R kAR A EAE R (failure to

enrnll rate FTF rate )
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> BAS: Bt AR RHEBEA G BRI OECfy, ASAREE Y
W IE RSB R S

FHFID: SSS HPID: SSS
PIN: kzw(8 RSA &t PIN: kzw(&

LR 123456 T HLH LS. 123456

RSA & i
TR i

RSA. VPN, SSL-
A i VPN, WLAN. Web

0. 123456
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0
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(2)
(3)
(4)
(5)
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T AE3h b 2 T A A
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D S AN A

WAL EERSB LG H 08B
G ik B S P 2 A
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Contact type
Smart card Reader/writer
Electric power System board
TE Clock TE 0
Integrated = g KD Data £ o/
chip /\':>|§ g E g transmission ilﬁ <‘~I':>
Data
infout
Contactless type
To host system
Smart card Reader/writer
m Electromagnetic . System board

— waves —

<] 0
| d fy = 47’3@5 = N Data £ 8
ntegrate o bl a v

chip @ _ g transmission | | & 'E.; j)
2 Electric power, | £ I {2- S
< clock, e controller k=
L data in/out L
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> # &A% (S50, Single Sign-on)

> AFPLEAaARMRAT—kRiaM, RTRFGEASNEG, FLTERNAF G Fe
R X

> RAA&AE LT X (Security Context) K%t (Credential) 4 % i A 4 42
6] 4 1% % X% F

FARE LR
> MiE AL ST L
> EEGARRG A, R LA %&L%‘%
FEGEIINAR (ThRAFHGRER) G4 %, §
%%ﬁxhﬁ%%xﬂ%P%oA~
> BhRFHEE RN LA ELRETES, @ ALLTEEE
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